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What is Dual Hosting? 



Your website hosted 
across multiple servers in 
2 different data centers, 
in 2 different geographic 
locations. 



al Hosting, 
ximum reliability. 



1 &1 - get more for your website ! 
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▼ 65 Click & Build applications. 
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▼ Free domain*, free e-mail 
accounts, unlimited traffic, 
NEW: Adobe® Dreamweaver® 

CS5.5* and much more. 

More Privacy: 

▼ Free private domain registration. 

„f More Reliability: 

If Maximum reliability 
through hosting 
simultaneously 
across two seperate 
data centers. 
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hosting packages, Dreamweaver included only in Business hosting package. Visitwww.1andl.com for billing information and full promotional offer details. Program and pricing specifications and availability 
subject to change without notice. 1&1 and the 1&1 logo are trademarks of 1&1 Internet, all other trademarks are the property of their respective owners. © 2012 1&1 Internet, All rights reserved. 
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MICRON TECHNOLOGY 
TO BUY MEMORY 
RIVAL ELPIDA 



QUALCOMM PLANS NEW 
CORPORATE STRUCTURE 



ELPIDA 

icron 



>■ Micron Technology, a 
Boise, Idaho,-based semicon- 
ductor company specializing 
in DRAM, NAND, and NOR 
Flash memory products, is 
set to acquire Tokyo-based 
rival Elpida Memory for 
around $2.5 billion. Micron 
is also buying Taiwan-based 
Powerchip Technology's 24% 
share in Rexchip Electronics. 
The transactions will help 
Micron to better compete with 
manufacturers in Taiwan and 
South Korea. "We are creating 
the industry-leading pure-play 
memory company/ 7 said Mark 
Durcan, Micron CEO, in a state- 
ment. Among the benefits, says 
Durcan, are "improved access 
to core memory market seg- 
ments; and additional wafer 
capacity to balance among 
DRAM, NAND and NOR 
memory solutions for the ul- 
timate benefit of Micron and 
Elpida customers." 



Q 
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>* Qualcomm, which manufactures 
Snapdragon mobile processors and 
develops wireless and many other 
technologies, announced a restruc- 
turing move designed to protect its 
patents. "Our internal reorganiza- 
tion will provide even greater pro- 
tection for our industry-leading 
intellectual property portfolio as 
our products and services busi- 
nesses seek to accelerate innova- 
tion and deliver our products to 
market quickly," said Paul E. Jacobs, 
chairman and CEO, in a recent state- 
ment. According to Qualcomm, the 
move "generally formalizes" current 
operations and shouldn't disrupt 
customers or employees to a signifi- 
cant degree. 

MOZILLA FOUNDATION 
WORKING ON MOBILE OS 

> The Mozilla Foundation is re- 
portedly developing its own mobile 
operating system for entry-level 
smartphones. The so-called Firefox 
OS will most likely appear on low- 
end smartphones with a goal of de- 
livering more efficient access to web- 
sites and Web-based applications 



via HTML5 and other Web tech- 
nologies. Firefox OS would not, 
therefore, compete directly with 
higher-end smartphones that run 
Android, BlackBerry OS, iOS, or 
Windows Phone 7. Reports indicate 
that Firefox OS would launch first 
in Brazil in 2013, with no word as 
to further development or subse- 
quent releases. 

SANDISK BUYS 
ENTERPRISE SOFTWARE 
COMPANY SCHOONER 

> SanDisk, the Milpitas, Calif., - 
based manufacturer of storage prod- 
ucts for enterprise, consumer, and 
OEM markets, announced its acqui- 
sition of Sunnyvale, Calif., -based 
Schooner Information Technology. 
Best known for its SchoonerSQL, 
a database program designed for 
companies of any size requiring 
99.999% uptime, Schooner serves 
customers in telecommunications, fi- 
nancial, and a variety of other indus- 
tries. According to its press release, 
SanDisk will incorporate Schooner 
into its "growing portfolio of en- 
terprise solid-state disk and flash- 
optimized software offerings that 
enable customers to accelerate the 
performance of data-intensive ap- 
plications and reduce overall cost of 
ownership." Terms of the acquisition 
were not disclosed. 
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MASTERCARD & DEUTSCHE TELEKOM PARTNER 
FOR MOBILE PAYMENT PUSH IN EUROPE 

> The mobile payment in- 
dustry has taken off more M fcjfc 

quickly m Europe than m llifchik-iL frlQ 
the U.S., and MasterCard 
recently announced a part- 
nership with Deutsche Telekom to further expand its European mobile payment 
services. The move will enable MasterCard to offer its services to Deutsche 
Telekom's 93 million customers, with service rollouts planned first for Poland 
and Germany and then additional markets. Ann Cairns, president, international 
markets, for MasterCard, highlighted the service's openness to other banks and 
partners as a prime asset. "The mobile wallet service is open to other issuing 
banks and partners, helping support our customers in adapting to new con- 
sumer behaviors and changing market dynamics." 
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liPod iPhone DiPad 



• Universal dock charges your iPad 
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your iPad, iPhone or iPod 
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Available at: 
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amazoncom (58^1 



Model: iS-2009 
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DC 5V HJXJH 
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> Volume control knob 



Blue LED power indicator 
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FORGET SWIPING, GESTURE 
RECOGNITION COMING TO 
SMARTPH0NES 

> You can tap, type, swipe, and some- 
times even speak to give commands to 
your smartphone. Now you can add 
gesturing to the list. Gesture recogni- 
tion technology, which uses a device's 
camera to visually track specific ges- 
tures, decipher them, and translate 
them into actions a device can per- 
form, has already begun appearing in 
some electronics. Gesture recognition 

is set to take off in a big way, however, 
in smartphones, if the latest forecast from 
ABI Research holds true. According to 
ABI Research's latest analysis, 600 million 
smartphones with gesture recognition tech- 
nology will ship in 2017. Inclusion in tab- 
lets, media players, and gaming devices is 
also expected. 

KAP0W SOFTWARE 
INTRODUCES "INTEGRATI0N- 
AS-A-SELF-SERVICE" 

> There is a plethora of "X-as-a-service" 
solutions on the market for businesses 



these days. A new offering from Kapow 
Software, however, injects "self-service" 
into the picture with its Katalyst Appli- 
cation Integration Platform 9.0 and the 



€)red 



introduction of Kapow Kapplets. With this 
new solution, Kapow's goal is to provide 
companies with an easy-to-deploy mecha- 
nism for tapping into their wealth of data 
(structured or unstructured, cloud service- 
related or internal, social media-generated 
or otherwise) and rapidly creating light- 
weight apps (aka Kapplets) that help end- 
users make better use of that data. The 
solution, available now, works with a broad 
range of storage options and includes a 
tool that helps automate the process of ex- 
tracting data. 



RED HAT TO ACQUIRE 
FUSESOURCE 

> Red Hat, the Raleigh, N.C.,-based 
enterprise Linux and open source 
software developer, is in the process 
of acquiring Bedford, Mass.,-based 



hat. 



FuseSource, a de- 
veloper of open 
source integration 
and messaging 
software. "As 
cloud computing 
becomes more prevalent, enterprise 
customers are demanding greater ap- 
plication integration to enable seam- 
less use of cloud computing," said 
Craig Muzilla, Red Hat VP and GM 
of middleware, in a statement. Red 
Hat will use FuseSource's software to 
enhance its JBoss integration product 
line. Financial and other terms of the 
acquisition agreement were not dis- 
closed. 
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"MICRO-VIRTUALIZATION" 
STARTUP BROMIUM 
SNARES $26.5M 

V The goal of San Francisco- 
based Bromium is to provide 
trustworthy computing for com- 
puting devices of all sorts. With 
an eye to enterprise-level secu- 
rity, Bromium's micro-virtual- 
ization technology is particularly 
useful for companies trying to 
accommodate employees using 
a variety of mobile devices. The 
technology uses hardware isola- 
tion to permit untrusted tasks 
to run without affecting trusted 
programs and data. "Every chal- 
lenge resulting from mobility, 
consumerization of IT, and cloud 
computing boils down to a ques- 
tion of risk to the enterprise 
vs. empowerment of users," 
said Peter Bell, general partner, 
Highland Capital Partners, in a 
statement. "Bromium is the an- 
swer." Bromium received $26.5 
million in Series B funding from 
lead investor Highland Capital 
Partners along with previous 
investors Andreessen Horowitz 
and Ignition Ventures and new 
investor Intel Capital. 



CLOUD CASH MANAGEMENT 
STARTUP MINERALTREE 
SECURES $6.3M 

> MineralTree, a Boston-based 
startup, has a cloud-based solution 
geared toward banks but with SMB 
customers (specifically, businesses 
with revenues between $500,000 and 
$50 million) in mind. MineralTree's 
cash management services are de- 
signed for easy integration 
with bank payment systems 
so that banks can help their 
SMB customers abandon a 
complex web of cash manage- 
ment and payment system 
tasks in favor of much simpler 
processes. To further its goals, 
MineralTree has received $6.3 
million in venture financ- 
ing led by Fidelity Growth Part- 
ners India with participation from 
.406 Ventures. 

AMAZON REPORTEDLY 
ACQUIRES 3D MAPPING 
DEVELOPER UPNEXT 

>- According to a GigaOM report, 
Seattle-based Amazon is in the pro- 
cess of buying UpNext, a New York- 
based startup focused on 3D mapping 
software for mobile devices. UpNext 
makes apps for Android and iOS de- 
vices, including Amazon's Android- 
based devices. Neither company has 
released details about the acquisition. 



In 2011, UpNext struck a deal with 
the NFL to make Super Bowl guides 
and subsequently raised $557,000 in 
Series A funding. 

MOBILE PRODUCTIVITY 
STARTUP CLOUDON 
RAISES $16M 

> Based in Palo Alto, Calif., Cloud- 
On released its mobile productiv- 
ity app of the same 
name in January 
and quickly found 
an audience for its 
product, surpassing 
1 million downloads 
in less than half a 
year. The CloudOn 
app, which currently 
works with Android 
and iOS tablets and integrates with 
popular cloud-based storage ser- 
vices, lets users view and work with 
Microsoft Office documents, PDF 
files, and images. CloudOn recently 
received $16 million in Series B fund- 
ing led by the Social+Capital Part- 
nership and including participation 
from Foundation Capital, Rem- 
brandt Venture Partners, and Trans- 
link Capital. "We now have the 
ability to capitalize on our early suc- 
cess and fulfill our vision of trans- 
forming mobile productivity, " said 
Milind Gadekar, co-founder and CEO 
of CloudOn, in a statement. 





"SHARK TANK" COMPANY UNIKEY RAISES $1.1 MILLION 

> According to an SEC filing, UniKey ( www.unikeytech.com ) has raised more than 
$1.1 million in equity after earning support from ABC's " Shark Tank" investors 
earlier this year. UniKey's solution includes a mobile app that lets people use 
their smartphones in lieu of physical keys to remotely lock and unlock doors. 
On "Shark Tank," Mark Cuban and Kevin O'Leary offered UniKey $500,000 for 
a 40% stake in the company and two seats on the board, which UniKey accepted. 
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WIRELESS CHARGING 
MARKET TO TRIPLE 
WITHIN EIGHT YEARS 

> The market for inductive 
charging mechanisms and other 
components related to wireless 
power systems will grow from 
an expected $4.9 billion in rev- 
enues this year to $15.1 billion in 
revenues in 2020, according to a 
new Pike Research report, which 
also cites the green benefits of 
wireless charging. "While the 
market is still nascent, the rapid 
spread of wireless charging 
systems for mobile devices is a 
clear indicator that the broader 
wireless power sector has the 
potential to be a game-changer," 
says vice president Bob Gohn. 
"Evidence is building that wire- 
less power technology can be 
an environmentally friendly 
technology and that, before the 
end of the decade, it could con- 
tribute to a significant reduction 
in carbon emissions and em- 
bedded energy used to produce, 
ship, and dispose of conven- 
tional charging equipment." 



2% 

DON'T KNOW/ 
NO ANSWER 



2009 

- SURVEY - 



ORGANIZATIONS TO SPEND MORE ON ENTERPRISE SOFTWARE 

> Although Gartner has decreased by 5% its forecast for this year's worldwide 
enterprise application software expenditures, the latest information from the 
research company still indicates an increase for 2012. According to Gartner, en- 
terprise software spending will reach $120.4 billion this year compared to $115.2 
billion in 2011, a 4.5% increase. Gartner pointed out that with an increasing 
number of organizations choosing cloud computing services, enterprise soft- 
ware vendors are offering more "pay as you go" options. The following figures 
show the forecasted 2012 revenues for the top enterprise software categories: 



LU DC 
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24.9 



16.5 



CM 
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BILLION BILLION 

-DOLLARS- -DOLLARS 



BILLION BILLION 

-DOLLARS- -DOLLARS 



ERP (Enterprise 
Resource Planning) 



Office 
Suites 



Bl (Business 
Intelligence) 



CRM (Customer Rela- 
tionship Management) 




MOBILE PAYMENT USAGE LOW AMONG BUSINESS TRAVELERS 

> The potential of the "mobile wallet/' or the use of smartphones to make payments 
at cooperating establishments, is strong for business travelers, according to research 
from AirPlus and the ACTE (Association of Corporate Travel Executives). However, 
ACTE members, which were surveyed for the research, have mixed impressions 
about security (33% think the technology is less secure than credit cards) and report 
limited usage among business travelers. Some respondents think mobile wallets 
would come in handy when paying for restaurant tabs (42%) and ground transporta- 
tion (33%); 22% say their organization uses mobile payment systems to any degree. 

BUSINESSES CONSIDERING ANDROID FOR TABLETS 

>- According to "The Global Shift To Android: Business & IT Professionals," a new 
report from IDG Connect, the research company points out statistics that show 
business users starting to move away from iOS (iPads) and toward tablets running 
Google's Android platform. Of those business professionals who own a tablet, 59.9% 
own an iPad and 31.1% own an Android tablet, according to the re- 
port. However, for those who don't own a tablet but intend to 
buy one, 31.4% are considering an iPad while 33.3% are con- 
sidering Android. The difference is more striking among 
IT professionals, as 25.7% are minking about iOS while 
49.4% are considering Android. 



1% 



DON'T KNOW/ 
NO ANSWER 



2011 

-SURVEY 



UPSWING CONTINUES FOR 
BUSINESS TRAVEL PLANS 

> The " AirPlus International Travel Management 
Study 2012" report, based on a survey of 1,701 
travel managers worldwide, reveals that business 
travel planning has shown no signs of slowing 
down following a dip in 2009. These two charts illus- 
trate how respondents envisioned business trip plans in 
2009 compared to 2011. Respondents were asked, "How 
will the number of business trips develop in the future?" 
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With MyVault, You Get: 

■ 21 day money back assurance 4 
m Comprehensive privacy protection 

■ Full help support - phone and e-mail A 

■ No software updates to worry about! m 

■ Fantastic customer service 

■ Information stored doesn't get shared, 
distributed, viewed, copied, or monitored b 
third party within the bounds of the Law 



With MyVault, You Get: 

■ No long term contracts - 
month-to-month only! 

■ Consistent universal interface 

■ Intuitive, inexpensive, incredible value. 

■ Helpful user manual - My Vault® is so 
easy to use you probably won't need it. 



online aiwww.iviyvauit.com 

Try us 3 months FREE when you sign 
up with promo/coupon code: SMART 



KEEP YOUR FILES ORGANIZED AND SAFE 



M MyVault 



www, M y Va u It . co m 



ESSENTIAL BUSINESS TECH 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 




MyVault 



Highly Secure Storage & 
Digital Asset Management 

MyVault® Safeguards The Files You Value Most 



Online storage and sharing 
services typically encourage 
users to upload every digital 
file they own for backup. MyVault® 
( www.myvault.com ), however, isn't 
a typical file-sync service. Rather 
than taking an everything-and-the- 
kitchen-sink approach to online 
storage, MyVault specializes in pro- 
viding highly secured storage and 
asset-management tools for those 
files that users place a premium on. 
Essentially, MyVault is the digital 
equivalent to a safe deposit box. 

The company's focus on storing 
select files stems from a concern 
that many users too often carelessly 
store and distribute unsecured per- 
sonal and business information via 
the Internet, says Cornelis de Jong, 
president and COO of MyVault. "You 
wouldn't leave your most private doc- 
uments — with personally identifiable 
information such as phone numbers, 



addresses, policy information, busi- 
ness information, Social Security num- 
bers, health information, financials, 
or any legal document — just scattered 
all over your home or office, so why 
do so in the digital world? We're pro- 
active and encourage people to keep 
their select private documents in a 
secure place, away from wandering 
eyes, before any information or data 
breach occurs. Loss of privacy is very 
hard to restore." 

WHY USE MYVAULT? 

Founded in 1997, Chicago-based 
MyVault is ideal for any individual 
or business requiring an "online 
vault" to securely store and easily 
manage vital data. Individuals use 
MyVault to store adoption papers, 
personal contracts, real estate transac- 
tions, wills, photos, videos, and other 
data. Small businesses use MyVault 
to store annual reports; certifications; 



dissolution, partnership, non-profit 
organizational, and trademark docu- 
ments; employment, franchise, joint 
venture, and general partnership 
agreements; permits and licenses; 
and much more. 

MyVault uses numerous security 
layers to cover the transfer, storage, 
and access of the data it safeguards. 
Backed by E-Insure Services and in- 
sured by Lloyds of London, MyVault 
(within the bounds of the law) allows 
no third parties to share, distribute, 
view, copy, or monitor users' data. 
See the "Talking Security" sidebar 
for more information about how 
MyVault secures the files it stores. 

HOW IT WORKS 

MyVault provides an intuitive 
dashboard that assembles various fea- 
tures and controls in one convenient 
location. The dashboard lets users 
organize folders and files, perform 
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searches, tag and label files, and create 
file volume display filters for defining 
the number of items to be viewed si- 
multaneously. 

MyVault offers an upload utility 
with drag-and-drop functionality and 
the ability to create new folders and 
subfolders. Users can also manage files 
and folders, view a two-week file his- 
tory, and access files remotely and via 
mobile access. 



Sharing files and folders (even with 
non-MyVault users) is simple to do 
but wrapped in security. Sharing with 
non-MyVault users, for example, in- 
volves sharing a link the recipient uses 
to access the file after providing the cor- 
rect password, an approach that grants 
others access to the shared file but not 
the MyVault user's main account infor- 
mation. As a further control, users can 
assign an expiration date to a link. 



A PLAN FOR EVERYONE 

MyVault is available in five month- 
to-month pricing plans ranging from 
a 2GB plan for $1.99 per month to 
a 50GB plan for $14.99 per month. 
The 50GB plan includes an option to 
upgrade to 100GB with an additional 
charge for each 10GB increment. 
Plans are based on vault size, require 
no annual contracts, and include a 21- 
day cancellation policy. 



» Talking Security 



MyVault® President and COO Cornells 
de Jong spoke with us about the security 
behind the MyVault service. 

What is the overall level of security 
MyVault provides? 
DE JONG: The MyVault data storage 
solution provides multi-level user account 
access safeguards and multiple levels of 
encryption during transmissions using 
256-bit SSL connection encryption, the 
same level of encryption used to protect 
websites that process credit cards and 
other sensitive personal information. All 
traffic between our service and the data 
storage center uses SSL to establish a 
secure, encrypted channel. 

Additionally, full-disk encryption is 
utilized on each volume allocated to the 
data storage solution. State-of-the-art 
firewalls with Advanced Intrusion Preven- 
tion and highly trained network and 
server engineers are continuously moni- 
toring the systems for any anomalies. 
We've also engineered our operations so 
that, for example, no customer service 
staff member or programmer can have 
unauthorized access to user information. 
This includes privacy protection for credit 
and payment card information that was 
used to open a MyVault account, as well. 

What is the Advanced PIN feature? 
DE JONG: The Advanced Pin feature 
is an added security measure for a user 
account past the initial password and 
security question access points. While 
user selected, it scrambles itself upon 
entry, and is entered without keystrokes 



providing additional account and 
hacker-safety protection. 



What are the deep 
deadbolt security 
and link-expiration 
features? 

DE JONG: The deep 
security is for MyVault clients who want 
to selectively share information with non 
MyVault users from within their account 
without providing main account access 
information to the recipient. A MyVault 
client can designate what specific files or 
folders to share with an outside indi- 
vidual and then send a link-share email 
to that individual for pickup of the shared 
documents. This can be locked down so 
that the person who picks up the docu- 
ments can only do so with the correct 
password. Also, the link-share functional- 
ity can be set with an expiration date so 
that the recipient of a document is forced 
to pick it up by a certain date or time 
after which the shared access point for a 
specific file automatically locks down and 
becomes inaccessible. 

What physical security measures and 
infrastructure features are in place 
MyVault's data center? 
DE JONG: MyVault's data center utilizes 
multi-tiered high-tech security measures 
to ensure the physical security of user 
data, including 24/7/365 professional 
security, motion and video surveillance, 
biometric retinal scanning, and a bul- 
letproof weight measurement man-trap 
entry point. Our data center is in Arizona, 



Research 

Designs & Patents Annual Reports | 
Personal Legal Documents Health Information 
Operating Agreements Real Estate Documents 
Any Files Of Value i 



an area with a highly stable climate, 
nearly free from natural disaster threats. 
There are humidification systems, 
advanced temperature control and cool- 
ing systems, segregated maintenance 
rooms to prevent unauthorized access to 
server rooms or network equipment, and 
pre-action fire suppression with VESDA 
(Very Early Smoke Detection Apparatus). 

The MyVault system infrastructure is 
built on and uses top-of-the-line UPS 
(Uninterruptible Power Supply) systems 
for protection against power spikes 
and outages. There is a state-of-the art 
NOC (Network Operations Center) with 
highly qualified system administrators 
to ensure up-to-the-second response 
times. There's also complete network 
redundancy at all key points to ensure 
uninterrupted connections to ensure our 
site are always online and accessible. 

Our service infrastructure and data 
center is SAS (Statement on Auditing 
Standards) 70 Type I audited. MyVault is 
also a PCI DSS (Payment Card Industry 
Data Security Standards)-compliant 
solution and a HIPAA-compliant storage 
solution. Our website is also designed 
with W3C standards. 
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Years after the cloud com- 
puting hype machine first 
revved its engine, there's 
still some confusion and dissention 
among interested parties as to what 
"cloud computing" exactly means. 
What there isn't much confusion or 
dissention about is that we are still in 
cloud computing's early days. Still, 
various surveys, research, and other 
data suggest that cloud computing 
adoption rates have grown steadily in 
recent years to impressive levels. Also 
impressive is the percentage of com- 
panies reportedly planning to adopt 
cloud-based services in the future rela- 
tive to the number of companies indi- 
cating no such plans. To what extent 

ist how far has cloud computing 
come in the last five years or so? 

have companies that initially shunned 
cloud computing changed their tune? 
What does the future hold for cloud 
computing? Read on. 

WHERE WE'RE AT 

Amy Larsen DeCarlo, principal 
analyst, security and data center ser- 
vices, for Current Analysis ( www.cur 
rentanalysis.com ), says there's a growing 
awareness of cloud computing and 
cloud services from the executive level 
on down, though "we've sort of gone 
through the hype and the backlash." 

"In some ways," she says, "it's still 
very early days in terms of deploy- 
ments, especially if you're talking 
about infrastructure as a service." 
Work still remains in specifically pin- 
pointing what "constitutes a cloud," 
she adds, as some services that aren't 
really cloud services have been 
rebadged as such, leading to "a lot 
of confusion in a space where there's 
really not a lot of space for more con- 
fusion." 

In addition, complications still 
exist from a technical standpoint con- 
cerning deployments and "the con- 
cept of moving into an environment 
where you have the ability to move 



workloads between and among dif- 
ferent clouds. Who will play a bro- 
kering role? Who has the capability 
to ensure workloads are migrated ef- 
ficiently, and if there's an appropriate 
degree of security and stability?" 

Positively, businesses have done 
considerable work in determining 
if on-demand computing or storage 
can fit into their environments and in 
trying to devise enterprise-wide cloud 
strategies, she says. To date, DeCarlo 
adds, the industry has made good 
progress, and "in some areas that 
progress has been pretty extraordi- 
nary." In other areas, though, there's a 
long way to go, which "kind of maps 
to where adoption is," which has been 
a "little bit patchy." 

Between 2010 and 2011, Info-Tech 
Research Group reported an increase in 
SaaS (software as a service), IaaS (infra- 
structure as a service), and PaaS (plat- 
form as a service) adoption. A recent 
survey indicated a roughly 75% in- 
crease in companies that had deployed 
some type of solution, according to 
John Sloan, lead research analyst with 
Info-Tech Research Group ( www. info 
tech.com ). That's up from about a 16% 
increase in 2010 and 28% increase in 
2011. Approximately 40% of respon- 
dents were in the exploration phase, 
he says. "So the short answer is growth 
has been steady and strong, and we're 
seeing that into the future that there's a 
solid proportion that are actively plan- 
ning to do some kind of cloud initia- 
tive. The respondents who said they 
had no sort of interest in the cloud at all 
was pretty low, less than 20%." 

Chris Wolf, Gartner ( www.gartner 
.com ) research vice president, says 
numerous Gartner clients are using 
SaaS and IaaS offerings, and there's 
increased interest in PaaS. That said, 
"there are also many organizations 
taking a wait-and-see approach," 
he says. "Oftentimes, concerns over 
regulatory compliance, security, and 
cost are factors that cause organiza- 
tions to delay cloud adoption deci- 
sions." Still, he says, the cloud has 
made a significant impact, touching 
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"Oftentimes, concerns over regulatory 
compliance, security, and cost are factors 
that cause organizations to delay cloud 
adoption decisions." 

Chris Wolf 

research vice president, Gartner 

"In the foreseeable future, there will be 
internal infrastructure but that internal 
infrastructure will be more cloud-like. 



nearly every organization regard- 
less of whether it's even using public 
cloud resources. For example, Wolf 
says, "organizations are now com- 
monly benchmarked by their busi- 
ness units against providers such 
as Amazon," something that leads 
to greater pressure to improve effi- 
ciencies and lower costs. As a result, 
"cloud computing is a win for the 
business, regardless of their rate of 
adoption," he says. 

SAAS VS. IAAS 

Traditionally, Sloan says, SaaS 
has topped IaaS and PaaS in interest 
level due primarily to its longer 
legacy. Between 2010 and 2012, how- 
ever, IaaS drew much closer, he says, 
growing by 200% in terms of deploy- 
ment. IaaS has benefited recently 
from a growth of server consolida- 
tion and virtualization inside enter- 
prises and an increased interest in 
hybrid cloud approaches that com- 
bine agile internal IT infrastructures 
with moving some infrastructure to 
external service providers, he says. 
"The number of IaaS providers has 
really sort of exploded," Sloan says. 
He also attributes numerous local 
and regional service providers vir- 
tualizing their infrastructures and 
creating IaaS offerings as a factor. 

Numerous organizations, says 
DeCarlo, have used SaaS as a re- 
placement or adjunct to existing 
applications, including messaging 
and collaboration. Wolf says SaaS is 
well-suited for commodity business 
services that require little to no 
customization, such as HR systems 
and CRM. IaaS, meanwhile, has 
proven a good option for startups, 
R&D, and temporary projects that 
have a set timeframe and where 
long-term investments don't make 
sense. Retail organizations, for ex- 
ample, typically have busy seasons 
for which they can leverage IaaS to 
run services and then scale back as 
demand decreases, Wolf says. 

Sloan cites the cloud's "agility 
and elasticity" and "pay-as-you-go, 




metered aspect" as one of its most 
compelling traits for businesses. Any 
business launching a new project, he 
says, faces the initial hurdle of de- 
termining how much resources to 
buy and provision, and if the project 
succeeds, how much more to buy. 
Conversely, if the project fails there's 
a question of what to do with the 
purchased capacity. "When you look 
at [the project] from the cloud eco- 
nomics, those questions go away," 
Sloan says. Business-wise, "what's 
attractive about the cloud is the get- 
ting up fast in terms of capital cost," 
he says. 

Sloan advises organizations to con- 
sider total costs over time. Typically, 
he says, when charting out the total 
accumulative costs of an on-premise, 
non-cloud approach vs. a cloud ap- 
proach, costs start off quite a distant 
apart. "The cloud is almost zero at 
the start, and the non-cloud will have 
a considerable capital investment. 
But over time, those two lines start to 
converge," he says. 

COMMON CONCERNS 

Despite the business benefits the 
cloud offers, numerous concerns 
remain among companies. Among 
the concerns that Gartner hears fre- 
quently, says Wolf, are issues re- 
garding security, lock-in, and higher 
costs relative to internal solutions. 
Elsewhere, some Gartner clients have 



John Sloan 

lead research analyst, Info-Tech Research Group 



expressed concerns that cloud ser- 
vices aren't much different from tra- 
ditional outsourcing, he says, leading 
to worries concerning lock-in, long 
term costs, and high exit costs if they 
should want to switch providers or 
move IT services back in-house. 

Security-wise, DeCarlo says "one 
of the big things we lack is just a 
general, industry-wide standard of 
what is good-enough cloud secu- 
rity for not necessarily an appli- 
cation that involves a lot of secret 
and private data, but an applica- 
tion that is still important to an or- 
ganization. We don't have one set 
or even multiple set of standards 
that can be applied." The Cloud 
Security Alliance ( www.cloudsecurity 
alliance.org ) and others are working 
on specifications and standards 
for cloud security, she says, but 
"there's nothing really providing 
a good baseline for most private- 
sector enterprises to really evaluate 
whether the security provider has 
the capabilities they need to en- 
sure that the application is not only 
stable but protected, or whatever 
the IT service it is that is being de- 
livered via the cloud." 

Other concerns include cloud 
pricing models and how they com- 
pare to traditional licensing models 
and SLAs (service level agreements) 
in regard to standards and what 
should be considered acceptable, 
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DeCarlo says. Server uptime and 
network availability receive consid- 
erable attention, she says, but there's 
also a question of whether different 
availability-related guidelines for 
the cloud and particular applica- 
tions should exist and what they 
should include. "What the enterprise 
buyer wants is not compensation," 
she says. "They want a guarantee 
[downtime is] not going to happen." 
Overall, DeCarlo says, "I would 
have expected more progress on that 
front than what we've seen." 

Sloan says data and processing 
mobility, in terms of companies 
handing their data to SaaS pro- 
viders, are also concerns. "Maybe 
in a year you find another cloud 
provider that's better or decide on- 
premise is a better approach. How 
hard is it to get that data back?" 
Sloan says. "That's still a concern, 
because there isn't one ubiquitous 
cloud. There are many clouds. There 
are many providers of cloud-based 
services. There still isn't really a 
baseline standard for data migration 
and integration." 

Sloan says integration with on- 
site systems also poses worries for 
some organizations. "So you move 
a certain application into an external 
cloud, but there are probably all 
kinds of business processes between 
that application and other applica- 




tions. When you move that one ap- 
plication to the cloud, maybe it still 
needs to talk to another application 
you didn't move into the cloud. So 
in addition to mobility application 
issues, there are application integra- 
tion issues," he says. 



THE CLOUD'S IMPACT 

Interestingly, DeCarlo says, be- 
fore an organization even purchases 
a cloud service its perception of the 
service as cloud-based or not, and 
of what the provider should make 
available, have likely already been 
impacted. "And a lot of this is driven 
by the economy, but it's also the un- 
derstanding that people just aren't 
satisfied with the sort of static model 
of IT service delivery," she says. 
Companies are looking for more 
flexibility and agility in contracting 
models, she says, adding that "I 
have definitely heard from providers 
that they're having to make changes 
in the way they bill out contracts." 
DeCarlo says much more flexibility 
must be built into service contracts, 
even if the services delivered are 
static. Companies are looking for pro- 
viders to not overbill them, and 
they're looking for ways to most ef- 
fectively use the capacity they're pur- 
chasing to get optimal use from what 
they're paying for, she says. 

There is an increasing comfort 
level among companies using a 
third-party service as an adjunct to 
internal IT services and "not being 
so threatened by that," DeCarlo says. 
Organizations, she says, "are starting 
to see, and what smart providers are 
starting to do is put more control in 
the hands of the buyers in terms of 



self-provisioning," something that 
gives buyers a sense of being able to 
use exactly what they need on a sup- 
plemental basis and not necessarily 
having go to a third-party for every- 
thing. Additionally, a change in com- 
panies' thinking about out-tasking vs. 



outsourcing is impacting the cloud 
in that purchasing organizations are 
starting to expect more control over 
all services, she says. "They want 
more capabilities in their hands, in 
their dashboards, being able to see 
more of what's happening with their 
services, getting more reports, and 
getting options for ordering things," 
DeCarlo says. 

THE CLOUD'S FUTURE 

As security and compliance con- 
cerns diminish, Wolf expects cloud 
adoption to continue to increase at a 
steady rate. Sloan, meanwhile, cites 
past research in which "nobody saw 
that, say, in five years everything 
would be cloud-based, but also no 
one said they thought cloud was a 
flash in the pan and they weren't 
going to use it." 

The vast majority of respondents, 
he says, felt the cloud would be "the 
natural home for certain key applica- 
tions and processes." Some applica- 
tions and infrastructure will likely 
always remain in-house whether due 
to cost-effectiveness or other reasons, 
Sloan says, but this is where more 
interest in hybrid or federated clouds 
will result. 

"The future is definitely going to 
be in clouds of some kind," Sloan 
says. "In the foreseeable future, there 
will be internal infrastructure but that 
internal infrastructure will be more 
cloud-like. But then you're going to 
see more of a hybrid future where 
it really comes down to sort of com- 
modity metrics. What is the cost per 
unit of storage or processing to use 
this application in our internal cloud 
vs. externally? Those sort of business 
decisions will be behind where those 
things live," he says. 

Based on current interest levels 
and what providers are investing in, 
DeCarlo predicts in five years and 
beyond we'll start to see a signifi- 
cantly larger percentage of IT needs 
met through the cloud, although she 
isn't certain this wider adoption of IT 
services will ever reach a majority. 



"I have definitely heard from providers 
that they're having to make changes in the 
way they bill out contracts/ 7 

Amy Larsen DeCarlo 

principal analyst, security and data center services, Current Analysis 



PCToday / August 201 2 15 



ESSENTIAL BUSINESS TECH 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 




CLOUD SERV 

Software, Platform, Infrastructure & Anything In Between 

Cloud computing is one of the most talked-about topics in the IT 
industry today, and for good reason. Moving to the cloud promises 
less capital and operational expenses for most companies as well as 
less of a need for in-house physical infrastructure, including servers 
and other equipment. It also promises an abundance of storage 
space and resources to help your company grow for years to come. 



Key 
Points 



Understand the differences 
between SaaS, PaaS, laaS, 
and other "-aaS" offerings, 
as well as how they can be 
used individually and to- 
gether, to create a fulfilling 
cloud computing approach. 



Cloud computing 
services can help cut 
operational costs related 
to additional equipment 
purchases and provide 
usage flexibility to meet 
your company's needs. 



Be aware of the potential 
risks associated with 
cloud computing and 
use that knowledge to 
prevent potential issues 
during implementation 
and in the future. 



If you can implement 
cloud computing ef- 
fectively, you'll be in 
a much better position 
to get the performance 
you need now and for 
the foreseeable future. 
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However, it can be a massive un- 
dertaking, or at least require a change 
in company culture to fully embrace 
cloud computing. And the decision 
of whether or not to move to the 
cloud shouldn't be taken lightly. It's 
important to understand what types 
of cloud-based solutions are a fit 
for your company, weigh the pros 
and cons of virtualized apps and re- 
sources, and make sure every cloud 
solution you invest in is worth the 
money and will provide the perfor- 
mance and savings you desire. WeTl 
show you tell you about a few of the 
most common types of cloud services, 



"From the business value point of view, 
'cloud' entering the conversation is short- 
hand for 'can we get this service without 
buying and maintaining a lot of IT stuff?' 
As such, it is really just a new chapter in 
the outsource vs. in-house question." 

John Sloan 

lead research analyst, Info-Tech Research Group 



what the major benefits are, and how 
you can use them to build a solid 
cloud foundation for the future. 

SAAS 

(SOFTWARE AS A SERVICE) 

Perhaps the most well-known and 
common type of cloud solution is SaaS. 
In basic terms, SaaS provides a piece of 
software or an application in a cloud- 
based environment that can be accessed 
by multiple users. In essence, you are 
taking something off of each individual 
computer, such as a VoIP client, and 
moving it to a cloud-based server envi- 
ronment that is either on-site or hosted 
by a third-party vendor. 

One potential benefit of this ap- 
proach is to lessen the desk-side re- 
quirements of your IT staff by letting 
them update and upgrade the system 
at one location rather than at each in- 
dividual endpoint, which can free up 
their time for other important projects. 
But there are some negative aspects to 
this approach as well, including the 
fact that " there is limited customiza- 
tion to meet unique individual needs 
and the performance may vary due to 
shared systems and resources/' says 
Jose Albino, director of operating and 
compliance at Hughes Cloud Services 
( www.h ughescloudservices.com ) . In order 
for a SaaS solution to work correctly, it 
should be a relatively one-size-fits-all 
application with little need for custom- 
izable features. 

PAAS 

(PLATFORM AS A SERVICE) 

As you move deeper into the list of 
available cloud services, you'll notice 



that each one puts more and more of 
your resources into virtualized envi- 
ronments. PaaS solutions go beyond 
the single application approach of 
SaaS and instead provide "a custom- 
ized system and application plat- 
form stacks offered to customers on 
demand," says Andrew Hay, chief 
evangelist for CloudPassage ( www 
.cloudpassage.com ). Because PaaS solu- 
tions consist of an entire cloud-based 
platform for companies to take ad- 
vantage of, they are considered more 
flexible than SaaS alternatives and 
leave more room for customiza- 
tion. And PaaS solutions can even 
consist of entire operating systems 
depending on how you choose to 
configure them. 

"[PaaS] usually takes the form of 
standardized OS platforms or OS plat- 
forms with very specific application 
stacks installed, and they are often used 
for application development or custom- 
ized hosting requirements," Hay says. 
"In almost every PaaS implementation, 
the provider offers a standardized set of 
APIs [application programming inter- 
faces] that are extended to customers." 
These APIs allow software and ap- 
plications to communicate with each 
other, which improves the functionality 
of multiple solutions contained in the 
same cloud environment. 

IAAS (INFRASTRUCTURE 
AS A SERVICE) 

If your company is growing and 
in need of more servers and storage 
solutions, then IaaS can give you the 
extra physical infrastructure you need 
without making massive investments 
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'The common issue or 
misconception is that 
the cloud should auto- 
matically reduce costs. 
This is not always true. 
This is so dependent 
on what the solution is 
and what services are 
included. Therefore, it 
is extremely important 
to understand exactly 
how the solution is im- 
plemented and struc- 
tured to be supported, 
monitored, maintained 
or customized/ 7 

Jose Albino 

director of operating and compliance, 
Hughes Cloud Services 



in equipment. According to Hay, the 
IaaS model "provides the physical 
infrastructure to operate an organi- 
zation's servers in a provider's data 
center or cloud." In essence, you are re- 
moving the need for additional equip- 
ment in your data center and instead 
moving it to a facility hosted by a third- 
party vendor. 

Albino recommends looking at 
IaaS as a "virtualized container that 
has multiple virtual servers and net- 
work systems." He adds that IaaS is 
"intended to be a business grouping 
of virtualized systems, usually seen 
as a single item," which he compares 
to the services offered by Amazon 
Cloud. You can select the operating 
system, application, and level of per- 
formance you require and then the 
IaaS provider will set up the equip- 
ment you need to reach your goal. 

XAAS 

(ANYTHING AS A SERVICE) 

The cloud computing industry is 
growing so much that vendors can es- 
sentially provide anything-as-a-service, 
depending on what the company spe- 
cifically needs and what the vendor 
is capable of. "In the realm of XaaS, 
'anything' truly does mean anything," 
says Hay. "The best candidates for mi- 
gration or extension into a service of- 
fering appear to be those technologies 
deemed commoditized by the industry. 
Technologies and conceptual frame- 
works such as security, logging, storage, 
communications, network, vulnerability 
management, compliance, monitoring, 
authentication, encryption, identity and 
access management have all seen ven- 
dors stepping forward with a related 
XaaS offering." 

However, Hay points out that even 
though any company can add "as-a- 
service" to the end of their product's 
name or description, it doesn't nec- 
essarily mean that it adheres to the 
established definition of an "-aaS" 
solution. "According to the Open 
Group's new Service-Oriented Cloud 
Computing Infrastructure [SOCCI] 
framework, there are three principal 



divisions — SaaS, IaaS, and PaaS — and 
usually anything else that vendors 
may attach to an '-aaS' is arbitrary 
and often self-serving," he says. It's 
important to determine whether an 
XaaS solution will truly fulfill your 
cloud needs or if it's simply a naming 
tactic designed to grab your attention. 

COST CUTTING 
& OTHER BENEFITS 

As we mentioned, most cloud com- 
puting services are designed to save 
money. As long as you make sure you 
don't overspend and still receive the 
performance you require, there are cer- 
tainly a wide range of financial benefits 
to investing in the cloud. "The funda- 
mental benefits of all cloud solutions is 
agility and low cost of entry, meaning 
it can be done cheap and it can be done 
fast," says John Sloan, lead research 
analyst at Info-Tech Research Group 
( www.infotech.com ). "This is primarily 
because you can do things without 
buying, deploying, and maintaining IT 
equipment. 

Sloan provides an example where a 
company needs the additional storage 
space or computing power of a new 
server, which can cost as much as 
$5,000. Without using the cloud and 
an IaaS approach, you would have to 
incur the costs of setup and configura- 
tion, which can take months to reach 
completion. Instead, with a cloud-based 
solution, "a customer could go to a self- 
service portal, select a server configured 
with certain software, and then after a 
few clicks the virtual instance is up and 
running," he says. For Sloan, the choice 
is "thousands of dollars and weeks of 
person hours on one hand and pennies 
and minutes on the other." 

Flexibility is also a major upside for 
companies looking into cloud-based 
service offerings. "The benefit of the 
different cloud consumption models 
is that the business truly can pick and 
choose how they want to interact with 
the applications and servers," says Hay. 
He adds that companies could opt for 
SaaS for CRM and email applications, 
PaaS for operating systems or database 
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servers that require less in-house man- 
agement, and IaaS for companies that 
want more control over their operating 
systems and applications. The variety 
of cloud services available to businesses 
makes it easier to implement one type 
of service or to use them all in conjunc- 
tion to satisfy the needs of multiple de- 
partments and applications within the 
company. 

SECURITY RISKS & OTHER 
CONSIDERATIONS 

Although cloud computing does 
have many financial and performance- 
related benefits, there are also some 
risks associated with cloud SaaS, PaaS, 
IaaS, and XaaS solutions. Sloan breaks 
these potential risks down into four 
categories: security and accountability, 
data and application mobility, location 
of data, and availability and reliability. 
Starting with security, it's important 
to understand that you are entrusting 
your data "to a third party and sharing 
tenancy with other people's data/ 7 he 
says. Certain compliance issues could 
arise if your data doesn't have the cor- 
rect amount of visibility and you must 
make sure that the vendor limits who 
has access to your stored data. 

Data and application mobility re- 
lates to how easy it is to move your 
software solutions "between internal 
infrastructure and external cloud ser- 
vices" or between multiple cloud sys- 
tems, says Sloan. The vendor should 
be able to provide an in-depth view 
of their process so you can have a 
good idea how long it will take for 
the move. Plus, you need to make 
sure that there won't be any lag or la- 
tency issues because of the location of 
your vendor's facility. If you choose 
a cloud services vendor and discover 
that the location is affecting perfor- 
mance, it may be too late or time-con- 
suming to move to a different facility. 
This all leads to the availability of 
the cloud environment and the reli- 
ability. You have to make sure your 
vendor will be in business for years 
to come or at least have a "continuity 
plan in place," says Sloan. 



Sloan also stresses the important of 
integration between different cloud 
platforms and how frustrating it can 
be for companies to use two appli- 
cations for the same business pro- 
cess but have them contained in two 
separate cloud environments. The 
easiest way to overcome all of these 
potential barriers is to do your due 
diligence up front. You must research 
every type of cloud service to deter- 
mine how it will fit into your com- 
pany and provide the best possible 
performance for your applications. If 
you conduct research beforehand and 
plan accordingly, you can reduce the 
amount of potential risks and still get 
all of the available benefits. 

BUILDING A SOLID CLOUD 
FOUNDATION 

Every infrastructure-related deci- 
sion should ultimately be made with 
the future of the company in mind. If 
you can put your company in a great 
position now, you will reap the ben- 
efits in the future. This idea is no dif- 
ferent when it comes to investing in 
cloud-based solutions. The right bal- 
ance of virtualized servers, operating 
systems, applications, and whatever 
else can help you lower operating 
costs, save crucial space in your of- 
fice and data center, and provide fea- 
tures and performance that will grow 
alongside your company as you can 
continue to make new goals. 

"If building software, organizations 
can now develop with the knowledge 
that its applications will no longer be 
limited by the same physical hard- 
ware constraints they once were," 
says Hay. "This allows for the de- 
velopment of software that can take 
advantage of fully distributed pro- 
cessing, elastic operation, and on-de- 
mand provisioning of servers without 
the need to swap physical hardware 
in and out of the infrastructure. As 
such, software can be more robust 
than ever before and achieve an en- 
tirely new global distribution method 
that was perhaps beyond the com- 
pany's reach in prior years." 




"Though the cost of 
hardware has dropped 
dramatically over the 
past 20 years, the fact 
remains that com- 
puter hardware is a 
disposable asset with 
perhaps a depreciation 
value second only to 
that of a new car driv- 
ing off the lot. Cloud 
services offer organi- 
zations a way to shift 
massive amounts of 
CAPEX to OPEX and 
liberate themselves 
from the constant 
hardware purchase, 
upgrade and replace- 
ment cycle/ 7 

Andrew Hay 

chief evangelist, CloudPassage 
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DATA 



A Quick View Of The Industry 



Big hype. Big money. Big 
potential. All apply to 
"big data/ 7 a burgeoning 
technology sector that's 
garnered big attention 
despite a still relatively 
young existence. 



Most executives have at 
least run across the term 
"big data," understand- 
able given the much-touted promise 
big data holds. Still, many executives 
aren't clear what big data exactly im- 
plies. Others that have a grasp on 
what big data is aren't as certain of 
how to get started using it. Ultimate- 
ly, what's arguably most important to 
know about big data is that you should 
give it a long, hard look sooner than 
later. As Benjamin Woo, managing 
director at Neuralytix ( www.neuralytix 
.com ), says, "I have a trademark saying 
about big data, If you're not doing it, 
your competitors are.'" 

WHAT IS BIG DATA? 

Numerous definitions for big data 
have been floated about to date, but 
essentially it entails data sets (struc- 
tured and unstructured) so massive in 
scope that processing and analyzing 
them with traditional approaches (da- 
tabases and software) is incredibly dif- 
ficult. "Big data" is used generically 
to refer to the various technologies 
available to tackle those huge data 
sets, which might contain information 
related to social media (tweets, posts, 
photos, etc.), business transactions, 
and energy consumption. 

In a June 2012-released survey of 
154 C-suite executives from various 
international industries that Harris 



: " Big data " refers to data sets so 

I large in size that using tradi- 

IVGy tional processing and analyz- 

POifltS . . . : in g methods is difficult. 



A misconception regarding 
big data is that companies 
need millions of gigabytes 
of data to get started. 



Companies are using big data to 
lower IT costs, increase sales, im- 
prove customer services, and make 
business operations more efficient. 
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"By using analytics, companies large and 
small are able to leverage technologies like 
predictive analytics that result in giving 
these companies a competitive advantage/ 



Managing director, Neuralytix 



Interactive ( www.harrisinteractive.com ) 
conducted on behalf of SAP, 28% de- 
fined big data as "the massive growth 
in transaction data"; 24% described 
it as "new technologies that address 
the volume, variety, and velocity 
challenges of big data"; 19% stated it 
"refers to requirements to store and 
archive data for regulatory compli- 
ance"; and 18% defined big data as 
"the rise in new data sources, such 
as social media, mobile device, and 
machine-generated devices." 

Woo defines big data as a "set of 
technologies that creates strategic orga- 
nization value by leveraging contextu- 
alized complete data sets." Ultimately, 
he says, "big data is about making 
money from data," which the company 
can own or has free or paid access to. 

How massive are these data sets? 
For some perspective, consider re- 
cent research from IDC ( www.idc.com ) 
that stated all new data created glob- 
ally in 2000 totaled roughly 2 mil- 
lion terabytes compared to double 
that amount per day generated now. 
Helping create that new data are 
smartphones, smart meters, mobile 
sensors, and other Internet-connected 
devices. In 2011 alone, IDC stated, the 
world generated 1.8 zettabytes of data. 
By 2020, IDC predicts we will generate 
50 times that amount. 

HOW BIG DATA IS USED 

In a March 2012 release touting IDC's 
global forecast for big data technology 
and services, Dan Vesset, IDC program 
vice president, business stated, "For 
technology buyers, opportunities exist 
to use big data technology to improve 
operational efficiency and to drive in- 
novation. Use cases are already present 
across industries and geographic re- 
gions." IDC forecasts the global big data 
market to expand from $3.2 billion in 
2010 to $16.9 biUion in 2015. 

Woo says organizations can use 
big data technologies "to better un- 
derstand their customers or create 
new streams of revenue and profit." 
Some companies are using big data 
to improve their supply chains and 



others to improve customer support, 
he says. Additionally, "one company 
is using it to predict potential failures 
up to three years in advance," he says. 
A well-documented case study con- 
cerning big data involves UPS, which 
uses big data technologies to "deter- 
mine the most optimal routing given 
traffic, weather, etc. for their trucks to 
go from one place to another," Woo 
says. "Even more impressive is that 
in routing their trucks, they try where 
possibly to have their trucks turn right, 
given that a right turn consumes less 
fuel, is safer, and quicker." Woo says 
some retailers use big data technolo- 
gies to better understand individual 
customers, not just a demographic." 

Interestingly, the Harris-SAP poll 
found that small and medium-sized 
enterprises are "realizing the compet- 
itive advantages of using and man- 
aging big data faster than the larger 
competitors" and are "more readily 
identifying its benefits." Among com- 
petitive advantages to gain from using 
big data that respondents reported 
are more efficient business operations 
(59%), boost in sales (54%), lowering 
IT costs (50%), enhanced agility (48%), 
and attracting and keeping customers 
(46%). Seventy percent of respondents 
indicated they'd expect a return on big 
data investments within 12 months due 
largely to such advantages. 

"By using analytics, companies large 
and small are able to leverage technolo- 
gies like predictive analytics that result 
in giving these companies a competi- 
tive advantage," says Woo. To date, 
a few industries have taken big data 
further than others, he says, including 
healthcare, financial services, and re- 
tail. "It's arguable whether govern- 
ments have done enough, but they are 



certainly one of the biggest beneficia- 
ries," Woo says, citing homeland secu- 
rity and fraud detection as examples. 

WHERETO START 

A big misconception concerning 
big data, Woo says, is that a company 
needs millions of gigabytes of data to 
get started. "'Big' is a relative term," 
he says. "What is big to one company 
is tiny to another." Another miscon- 
ception is that big data solutions are 
expensive; Woo explains that some big 
data applications and technologies are 
free. "Much of these capabilities come 
at no or minimal costs. A lot of big data 
capabilities are already available as a 
service over the Internet," he says. 

Woo advises companies to ponder 
the question: "What if?' "Business 
owners should also turn to their smart- 
phones. Many smartphone applications 
are big data at work," he says. For ex- 
ample, Woo cites an app available for 
the Web and Android and iOS devices 
that uses Google Map data, an indi- 
vidual's input, and rental listings from 
various sources and brings together 
the multiple data sets to let users find 
potential homes for rent meeting the 
users' criteria. "This can save potential 
renters significant amounts of time, ef- 
fort, and frustration," he says. 

Woo says a business manager who 
asks "How can big data help my busi- 
ness?" is asking the wrong question. 
"It's simply a question of: "How can my 
business use big data?" he says. Upon 
instructing business personnel to think 
about potential revenue opportunities, 
he says, "leverage big data to either 
prove or disprove the opportunity." 
Ultimately, he says, "All companies 
need to be integrating big data technolo- 
gies into their processes." 
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Storage 

Virtualization 

Companies Benefit From Better Performance, Efficiency & More 



As data demands in today's 
enterprises boost the build 
complexities of storage envi- 
ronments, retaining a tight rein over 
those environments can prove a har- 
rowing exercise. But by virtualizing 
storage, organizations can simplify 
these intricacies through a common 
pool of resources that creates new 
opportunities for companies previ- 
ously locked down by stiff storage 
architectures. 

Those who dig a little deeper into 
storage virtualization will find that 
the technology can even deliver tre- 
mendous savings, in the short- and 
long- term, through its innate ability 
to improve performance and provide 
better flexibility for companies with 
perpetually changing storage needs. 
Virtualization is already a proven 



commodity in other areas, such as 
servers and networking, and now it is 
quickly becoming a go-to resource for 
efficient storage management. 

THE VIRTUAL APPROACH 

A SAN (storage area network) 
represents the storage architecture of 
choice at many larger organizations 
due to its raw speed, power, and ca- 
pacity. The block-level storage design 
used by these systems is generally 
efficient, but it can create a stovepipe 
of storage, says Ray Lucchesi, presi- 
dent of Silverton Consulting (www. 
silvertonconsulting.com ). A storage sub- 
system allows automatic migration 
of data within tiers and replication 
between one system and its remote 
twin. However, moving data to an- 
other storage system is difficult, as 



applications will not be able to access 
the data until it is moved and the ap- 
plications are reconfigured to access 
the data in the new location. 

"But with storage virtualization, 
data can be moved at will from one 
storage system to another, transpar- 
ently without application interrup- 
tion," Lucchesi explains. "This is 
often used for tech refresh, as you 
just need to plug in new storage, 
move the data to it, and unplug the 
old storage — with the application 
none the wiser." 

This agility is the key to storage 
visualization's widening popularity. 
According to J. Lance Reese, president 
and CEO of Silver Peak Consulting 
( www.silverpeakconsulting.com ), tradi- 
tional storage technologies are rigid 
in their configurations and difficult to 




Key 
Points 



Storage virtualization 
can help reduce the 
sprawl and complex- 
ity of modern storage 
architectures through 
its ability to pool 
storage resources. 



Organizations with consis- 
tently varying storage needs 
for users and applications 
can use virtualization to 
ensure that resources receive 
precisely the amount of stor- 
age they need. 



Because the average orga- 
nization uses only half of its 
storage, adopters of storage 
virtualization can make big 
reductions in storage hard- 
ware and see cost benefits 
across the data center. 



Experts recommend 
taking a gradual ap- 
proach with storage 
virtualization to ensure 
staff grows comfortable 
with the technology 
over time. 
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"Storage virtualization should make 
managing larger, heterogeneous storage 
environments much easier, meaning less 
administrative burden and fewer 
application outages." 

Ray Lucchesi 

president, Silverton Consulting 

"When storage requirements grow at 
unexpected rates, or there are numerous 
servers, the least expensive and most 
reliable method of implementation is 
virtualized storage." 

J. Lance Reese 

president and CEO, Silver Peak Consulting 



adjust. A virtualized approach helps 
to bring fluidity to storage perfor- 
mance and allocation by simplifying 
more labor-intensive processes. 

"With storage virtualization, you 
get improved performance as a re- 
sult of utilizing all of the drives in 
an array and not just a certain subset 
of drives allocated in a RAID group. 
A virtualized storage system will 
spread the data across every drive in 
the group, eliminating hot spots and 
bottlenecks. Storage virtualization 
improves the storage provisioning 
process and gives you the flexibility 
of only allocating storage to the 
hosts/ applications that need it," says 
John Meyer, national practice director 
for data center solutions, Dimension 
Data ( www.dimensiondata.com ). 

For example, Meyer explains that if 
an application owner asks for 500GB 
of storage but actually requires only 
150GB, a virtualized storage envi- 
ronment lets the storage adminis- 
trator allocate only 150GB and save 
the remaining 350GB for another 
host or application. As the first ap- 
plication consumes that 150GB over 
time, additional capacity is added 
dynamically as needed. The result 
is a far more efficient storage eco- 
system that pools resources where 
they're needed, rather than holding 
resources for a future point in time. 

"Virtualizing storage also impacts 
the data center footprint by reducing 
the number of storage arrays needed 
to hold the data, thus reducing power 
and cooling costs and supporting sus- 
tainability initiatives. Storage virtu- 
alization provides the flexibility that 
end users want so that they don't 
get stuck with a monolithic storage 
array just to achieve specific business 
goals/ 7 Meyer adds. 

COST CUTTER 

As a company grows, so does 
its data. Storage environments can 
quickly become unwieldy monoliths, 
even within the confines of a SAN 
or other architecture, such as a NAS 
(network-attached storage) system. 



Storage virtualization can address 
that problem from both physical and 
execution standpoints, because it re- 
moves some of the roadblocks typi- 
cally associated with big storage. 

"In larger environments, storage 
visualization's biggest impact 
comes from a reduced carbon foot- 
print compared to a traditional 
storage array architecture/' Meyer 
says. "Multi-petabyte storage net- 
works that aren't using storage 
virtualization are betrothed to the 
form factor of their vendor, and that 
vendor may not have the same de- 
signs on simplifying infrastructure 
builds or adding new functionality 
alongside production data." 

Adopters of this technology can 
benefit by employing small instances 
of multiple configurations, with each 
managed under a common frame- 
work and allocated according to 
business need instead of vendor ca- 
pability, Meyer explains. The finan- 
cial implications here are substantial: 
Half the storage of an average com- 
pany is unused, Meyer says, so with 
virtualization, companies can use half 
the drives, will require fewer chassis 
to hold the drives, and need less floor 
space. These physical reductions will 



have positive trickle-down effects on 
infrastructure, power, cooling, and 
administration. 

On the administration side, 
Lucchesi notes that a single storage 
management interface can handle all 
the external storage attached to a vir- 
tualization engine. In a traditional 
storage environment, more than one 
management console might be re- 
quired to oversee storage products 
from two or more vendors. But with 
virtualization, administrators can use 
just that one console for all of their 
virtualized storage. 

Further financial benefits can be 
realized through the application of 
storage virtualization to older or 
lower-end storage. Rather than up- 
grading a storage architecture to 
take advantage of features such as 
thin provisioning, storage pooling, 
advanced caching, and auto-tiering, 
organizations can use virtualiza- 
tion to use them on lower-class, ex- 
ternal storage (that is, storage that 
sits behind the virtualization engine), 
Lucchesi says. 

INTO THE VIRTUAL POOL 

Despite the wealth of benefits af- 
forded by storage virtualization, it's 
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not necessarily a good idea to use the 
technology blindly. Meyer says it intro- 
duces a different way of thinking when 
it comes to laying out a storage environ- 
ment, even though the implementation 
complexity is no greater than that of a 
physical storage architecture. Because 
there are numerous available configura- 
tions, it's important for managers to de- 
termine the best configuration for their 
particular storage environment. 

"A traditional environment consists 
of allocating different RAID groups 
and drive speeds configured and al- 
located to different servers and applica- 
tions that all require certain parameters. 
In a virtual environment, you create 
one disk pool that can have different 
types of drives and allocate to whatever 
drives are required base on a specific 
I/O [Input/ Output] profile," he says. 

That's just one configuration ex- 
ample, but Meyer asserts that if you 
have a basic understanding of a tradi- 
tional storage environment, youTl have 
little trouble grasping a virtual one. 
Lucchesi adds that many organizations 
see the migration to virtualization as 
a one-way move, but it doesn't have 



to be, because you can limit the use of 
advanced storage features to simplify 
the process and make backing out po- 
tentially easier. 

"Storage OEMs are building storage 
virtualization solutions for every- 
body/ 7 says Mandar Vanarse, practice 
partner, enterprise architecture with 
Wipro Consulting Services ( www.wipro 
.com ). "Each solution offers similar 
advantages depending on size of the 
storage, speed, and criticality of data 
availability. Most of the solutions hide 
the underlying design complexity 
from data center administrators by 
providing simple to use storage man- 
agement interfaces." 

Most organizations ease into storage 
virtualization, Lucchesi explains, ad- 
dressing older storage first and then 
gradually adding other pieces of their 
storage architecture as they become 
more familiar with the technology. 
And for organizations that aren't sure 
whether storage virtualization is a good 
fit, Lucchesi recommends that anyone 
with a heterogeneous storage environ- 
ment with products from two or more 
storage vendors should consider using 





"With storage virtualization, the risk of 
data loss is greatly reduced, which allows 
business units to define their own speed, 
set their own goals, and try new 
technologies without being stuck with 
one vendor/ one architecture to suit the 
lowest common denominator." 

John Meyer 

national practice director for data center solutions, Dimension Data 

"Storage virtualization technologies are 
increasing the ability of data centers to 
maximize storage resources, manage 
more logical data per unit of physical 
storage, gain flexibility, and lower the 
overall cost of storage management." 

Mandar Vanarse 

practice partner, enterprise architecture, Wipro Consulting Services 



the technology. Even companies with 
products from only one vendor can 
benefit, he says, especially if they have 
loads of storage and retire elements 
every month or so. 

"Storage is a key member of the 
virtualization trio in the data center," 
Reese says. "IT leaders that imple- 
ment virtualization across the storage, 
server, and network layers will enjoy 
lower investment requirements, much 
shorter deployment cycles, and more 
comprehensive performance tuning 
and adaptive capabilities, leading to 
higher profits, better internal customer 
service, and potential competitive ad- 
vantages." 



» Who Can Benefit? 

Almost any organization with a 
large storage environment can 
experience better performance and 
efficiency through storage virtual- 
ization, but certain organizations 
represent particularly viable candi- 
dates for reaping the technology's 
benefits. Mandar Vanarse, practice 
partner, enterprise architecture with 
Wipro Consulting Services, identi- 
fies several of them here. 

Organizations that have regu- 
latory requirements to store and 
produce data for a number of years, 
such as banks, financial services, and 
healthcare organizations. 

Organizations that need to main- 
tain various transaction logs for 
billing as well as regulatory purposes, 
such as telecom companies. 

Organizations that produce 
huge amounts of data that needs to 
be analyzed to make business deci- 
sions, such as companies in the oil 
and gas industries. 

Companies that sell digital data, 
such as those in the entertainment 
and media industries. These compa- 
nies will increase as most organiza- 
tions focus more on selling products 
and services through digital market- 
ing and social media. 
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HAS ARRIVED 



IS YOUR NETWORK READY TO HANDLE IT? 



IPv4 addresses have 
runout which means 
your systems must be 
prepared to handle 
addresses using the 
new IPv6 protocol. 

Network Box offers a 
peace of mind no one 

else can guarantee, 
providing seamless 
translation between the 
two protocols, so you can 
start using IPv6 without 
making any changes in 
your network. 





Internet security 
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Spreadsheet M 

OVERUSE 

Avoid Trouble & Explore The Alternatives 



Over the past four decades, 
spreadsheet programs have 
become the default solution for SMBs 
(small and medium-sized businesses) looking 
to tabulate information, store a variety of data, 
and maintain business records. 




Because spreadsheets have the 
ability to support both values 
and formulas in their base units 
(cells) and users can format those cells 
as numbers, dates, or text, spreadsheets 
offer tremendous flexibility. 

Add to that the fact that users can 
expand data calculations across mul- 
tiple worksheets integrating a range 
of formula options, and spreadsheets 
sound like wonderful solutions. The 
problem, according to experts we 



spoke with, is that perception does not 
match reality. 

Robert D. Kugel, CFA and senior vice 
president of Ventana Research ( www 
.ventanaresearch.com ) , says both spread- 
sheets and their users are unacceptably 
error-prone. 

'Take a simple, common example: 
preparing a budget. It involves people 
filling out a spreadsheet and sending it 
to someone charged with aggregating 
all of them and creating a consolidated 



budget," says Kugel. "Even people who 
have been doing spreadsheets for years 
say it's difficult to roll them up. Then, 
users start inserting their own rows and 
columns and it becomes a mess." 

In fact, Kugel says, his company's 
research indicates that the majority of 
business users find mistakes in the data 
and the formulas of their most impor- 
tant spreadsheets. The very flexibility of 
spreadsheets can be their undoing — and 
a prime argument for why companies 



Key 
Points 



The majority of busi- 
ness users find mistakes 
in the data and the 
formulas in important 
spreadsheets. 



Structured database 
platforms are a 
more flexible yet ••; 
reliable solution 
than spreadsheets. :: 



Database solutions 
also facilitate multiuser 
access, regulatory com- 
pliance, and business 
intelligence reporting. 



Cloud-based data management so- 
lutions are enabling SMBs to transi- 
tion from spreadsheets to databases 
without the cost and complexity of 
enterprise-grade platforms. 
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"Cloud-based solutions require 
limited up-front investment, don't 
require an IT staff, and support highly 
distributed organizations ." 

Robert D. Kugel 

CFA and senior vice president, Ventana Research 



should use spreadsheets cautiously and 
never in overly complex situations. 

GOOD RELATIONS 

Kugel says that spreadsheets often 
become de facto databases because, 
initially, they are easier to use. For ex- 
ample, it's easy to create a simple data 
model (such as an integrated income 
statement), balance sheet, and cash 
flow report using a spreadsheet. It's 
complicated and time-consuming to 
create simple models like these in data- 
base programs, so companies often shy 
away from making that leap. 

That's a mistake, says TIRIAS Re- 
search ( www.tiriasresearch.com ) Principal 
Analyst Jim McGregor. 'To be stored, 
used, and accessed safely and effec- 
tively, a company's information has 
to be structured in a database format." 
Carl Olofson, IDC's ( www.idc.com ) re- 
search VP of database management 
and data integration software re- 
search, says that databases continue to 
advance in valuable ways that many 
business owners may not realize. "For 
years, we have had end-user data ma- 
nipulation tools, but more recent alter- 
natives to spreadsheets [offer] deeper 
data analytics. Now, a new crop of 
end-user-oriented data definition and 
analysis tools is likely to emerge." 

For maintaining complex data, 
Olofson says companies usually mi- 
grate to "schematic (usually relational) 
database management systems." 
Relational databases (and the manage- 
ment solutions that support them) are 
a prime replacement for spreadsheets. 
They maintain data in tables of rows 
(records) and columns (fields), a con- 
cept that spreadsheet users can under- 
stand. Unlike spreadsheets, they are 
designed to recognize relationships 
between elements of data and ex- 
tract specific information in response 
to queries. 

This design enables companies to 
develop much more advanced storage 
and retrieval structures and facilitates 
data reporting, analysis, and business- 
intelligence gathering simply not 
practical with spreadsheets. Using 



such a solution also helps eliminate 
redundancies and makes it easier for 
companies to comply with regulatory 
requirements such as the tenets of 
Sarbanes-Oxley. 

Relational databases also facili- 
tate access by multiple, concurrent 
users without the need to duplicate 
files or merge changes. According to 
McGregor, ease of access is pivotal if 
companies want to thrive now and 
in the future. "Business is operating 
under a new paradigm, where change 
is the only constant," says McGregor. 
"It isn't just the amount of data and 
the analytics. We have gotten into this 
environment of anywhere, anytime. 
Data needs to be portable and acces- 
sible. It also needs to be flexible, se- 
cure, and reliable; traits not associated 
with spreadsheets." 

IN THE CLOUD? 

Although companies can choose 
from an array of on-premise (in- 
stalled) database solutions, Kugel and 
McGregor say new cloud-based (soft- 
ware as a service) solutions are mak- 
ing it more practical for SMBs to 
transition from spreadsheets to rela- 
tional database solutions designed to 
facilitate everything from budgeting 
and planning to inventory control. 

"Cloud-based solutions require 
limited up-front investment, don't re- 
quire an IT staff, and support highly 
distributed organizations," says Kugel. 
"Some of them target working with 
many dimensions — lots of business 
units in a hierarchy that roll up into 
different levels. [Some can] fool people 
into thinking they are working with a 
spreadsheet but everything goes back 
to a central database. Simultaneously, 
they could have a sandbox over to the 



side where personnel could have their 
calculations, but only the final calcula- 
tions [would go into the database]." 

McGregor recommends focusing 
on platforms that will let you export 
your data to a universal format and 
take it elsewhere if you wish. 

MAKING THE MOVE 

So, how do you know if you would 
benefit from transitioning some or all 
of your spreadsheet-based processing 
to a dedicated database? "Midsized 
companies enjoy a great deal of value 
from alternate solutions," says Kugel. 
"Once you get past 100 employees, 
things get increasingly complicated 
and spreadsheets start to fall apart." 
However, even smaller businesses 
(those with 50 or fewer employees) will 
find many affordable solutions for spe- 
cific functions such as budgeting. "If all 
you want to do is put together a budget 
or manage expense reports, there are 
cloud-based solutions that can be very 
helpful," says Kugel. "But there are 
also planning applications that work in 
the cloud, and there are solutions that 
do analytics. Over time, there will be 
more and more of those." 

If you're like many business owners, 
at this point you are probably tWnking, 
"Yes, but how could we possibly take 
the time to find a solution and then 
migrate all those spreadsheets?" 
McGregor says the answer is to just 
get started. "There is no right time to 
sit back and decide, This is what we 
need,'" says McGregor. "It's a matter of 
going out and finding a solution that is 
flexible — that can help you grow into 
it organically. If a solution has a good 
user community, if it looks like it is 
going to be stable and growing, you 
have something you can build on." 
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ffl FORTRUST 

^^^T premium data center services 

FORTRUST v 
Premium Colocation Services 

A Modular Approach To Colocation 



Founded in 2000, FORTRUST 
( www.fortrustdatacenter.com ) offers 
premium data center services 
for organizations requiring constant 
uptime, security, and plenty of power 
and capacity. Located in Denver with 
224,000 square feet of data center facility 
space, FORTRUST is designed to be the 
most secure and reliable provider of 
high-level colocation and managed ser- 
vices in the Rocky Mountain region. 

FORTRUST FACILITIES 

For colocation purposes, FORTRUST 
offers 7-foot 42U private cabinets that 
can support 19- or 23-inch equipment, 
18- to 24-foot ceilings, and 36-inch raised 
flooring. And for even more space, you 
can select a Cage or Data Module with 
a minimum of 100 square feet of space. 

"The FORTRUST Data Center is pro- 
gressively designed and precisely man- 
aged to preserve business continuity for 
its customers seeking secure, reliable, 
and quality infrastructure services to 
strengthen their information technology 
environments," says Rob McClary, vice 
president at FORTRUST. 

A MODULAR APPROACH 

FORTRUST recently began de- 
ploying Data Modules manufactured 
by IO Data Centers in multiple loca- 
tions to provide greater geograph- 
ical peace of mind. The FORTRUST 
"Powered by IO" modules feature an 
extensive and centrally managed in- 
formation technology network, energy 
recovery network, power delivery 
network, and environmental subsys- 
tems. The modules "provide greatly 



increased per rack densities along a 
significant increase in operational ef- 
ficiency," McClary explains. "Densities 
in the range of 400 to 800 watts per 
square foot are easily achieved while 
operating at an individual per module 
PUE [Power Usage Effectiveness] of 
less than 1.2." 

FORTRUST' s facility employs two 
different models of the IO Modules, 
the D200 and the D400. Both options 
have 462 square feet of interior space, 
497 square feet of exterior space, and 
support for 18 24-inch racks or 14 30- 
inch racks. 

The choice between the models 
depends on how much critical IT ca- 
pacity, average rack density, and 
PDU size you require, as well as 
other wattage-related factors. And 
because these modules are flexible, 
you can easily expand the amount 
of equipment as needed. "They are 
purpose-built," adds McClary, "not a 
re-purposed ISO container." 

POWER & COOLING 

The combination of critical load 
UPSs and backup generators ensures 
that your colocation equipment will 
always have power and your company 
won't experience any downtime. 

For cooling, FORTRUST takes a 
multi-pronged approach by providing 
a closed-loop chilled water system with 
Computer Room Air Handling Units, 
and 36-inch raised floors and Data 
Modules. This combination of multiple 
cooling solutions allows equipment to 
run at an optimal temperature and per- 
form at the highest possible level. 




Rob McClary 

Vice President, FORTRUST 



REST EASY 

"FORTRUST has a strong commit- 
ment to physical security combined 
with strict administrative accesses for 
authorization," says McClary. The 
company has a 24/7/365 Network 
Operations Center onsite, in addition to 
onsite and offsite security monitoring, 
where the security staff looks over 
every section of the facility to prevent 
intrusions and other potential issues. 

Security measures at the facility in- 
clude mantraps, biometric scanners, and 
security identification points. A live cus- 
tomer support employee is also avail- 
able to immediately help you with your 
needs via phone or email. 



FORTRUST | (866) 976-9379 | www.fortrustdatacenter.com ! 
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Why Your 

Website Matters 

New Research From 1&1 Internet Shows 

Website Reliability Is Vital To Business Success 



First impressions are vital, es- 
pecially for businesses. And in 
this Internet age, your website 
provides many potential customers 
with their first look at your company. 
Unfortunately, according to recent re- 
search from Web hosting provider l&l 
Internet ( www.1and1.com ), many busi- 
nesses don't realize the importance 
of creating inviting, easy-to-use web- 
sites or keeping them up-to-date and 
fully operational. We spoke with l&l 
Internet CEO Oliver Mauss about how 
the company's research underscores 
some common website mistakes, and 
about how businesses can make their 
customers' online experience more reli- 
able and enjoyable. 

QWhat are some of the reasons 
consumers cite for abandoning 
websites (and sometimes the busi- 
ness that run them) altogether? 

A Consumers have become very im- 
patient and unforgiving towards 
businesses operating a poorly func- 
tioning site. The most common faults 
that consumers are experiencing with 
business websites are slow running 
speeds (65%) and significant differences 
between loading times of pages (58%). 
If a website is taking too much time to 
load content, images, and videos, the 
visitor will become irritated and turn to 
find a quicker alternative. Broken Web 
pages (42%) and Web addresses that 
do not lead anywhere (34%) are also 
factors that lead consumers to abandon 
an inquiry or cancel an order with a 
business. The credibility and existence 
of the business is often jeopardized if 
elements like links and pages are not 
operating correctly. 




Functionality is also crucial for 
ecommerce sites. If such a site is not 
well-maintained, errors during the or- 
dering process are often experienced 
(32%). When monetary transactions 
are considered, consumers want to be 
confident that their credit card and/ 
or PayPal information is safe and se- 
cure. Any error in security prevents 
consumers from believing that the busi- 
ness is trustworthy, which in turn is 
directly associated with experience with 
the business itself. 

QWhy do you think some busi- 
nesses with ineffective web- 
sites don't opt to change them? 

A Some businesses are under the 
perception that as long as they 



have created a website, they will rep- 
resent their business on the Internet 
well. Unfortunately, such websites 
created with this limited objective are 
often neglected and provide negative 
experiences for current and potential 
customers. We recently conducted 
research which proved that website 
reliability has become a requirement 
for consumers. Many are projecting 
stress and anger obtained from poor 
website experiences directly back 
onto the business. In fact, 72% of par- 
ticipants admit to completely aban- 
doning the website and business in 
favor of working with a competitor. 
Taking the extra time to ensure a 
fully functioning website will drive 
additional profits and clientele. 
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QAre there certain types of busi- 
nesses that have the most to lose 
when it comes to maintaining a reli- 
able website? 

A Maintaining a reliable business 
website is the most effective way 
to communicate and conduct busi- 
ness with consumers online. Since the 
internet has become one of the most 
popular sources for research, every 
business has their reputation, credibility 
and revenue to lose if they do not take 
their online presence seriously. 

That said, businesses that sell prod- 
ucts online will perhaps be most 
affected if they operate with an unreli- 
able website. Ecommerce companies 
heavily rely on a perfectly operating 
site for representing themselves and 
conducting business. Errors during the 
transaction process or issues loading 
pages deter most potential customers 
from moving forward with the pur- 
chasing process. As a main venue for 
acquiring sales, a website that is non- 
functional or unavailable will ulti- 
mately prevent any revenue stream. 

QHow does l&l Internet help 
businesses create and maintain 
websites that are inviting and easy 
for customers to use? 

A Having a successful presence 
online is essential for any busi- 
ness and l&l Internet offers hosting 
and website design solutions specifi- 
cally built for varying skill levels. The 
l&l MyWebsite product line is a web- 
site design tool developed with the 
small business owner in mind who 
may be technically inexperienced. 
Relevant text, images, and layouts 
specific to over 200 industries provide 
a starting point for website creation. 
Customization is fast and simple as the 
editing tool is similar to working within 
a Word document, providing famil- 
iarity for the user. Once alterations are 
made to the site, it is instantly live for 
potential customers to view. 

With its familiar technology and all- 
inclusive packages, l&l MyWebsite 



provides business owners with a 
method of easily updating their website 
at any time from any location. 

QHow do l&l Internet's Dual 
Technology and Dual Web 
hosting products help businesses 
maintain consistent website uptime? 

Al&l's Dual Hosting customers 
experience secure, real-time geo- 
redundancy. For most providers in the 
hosting market, customer data is only 
on one cluster of servers and backed up 
infrequently in the same data center. If 
there is ever an issue with the server 
hosting a website, for example, the site 
will go offline and can only be restored 
to when the last backup was completed, 
creating downtime and data loss. l&l's 
Dual Hosting technology eliminates 
this disruption by using real-time syn- 
chronization in two data centers. 

While customers' data is always 
hosted on a cluster of servers with l&l, 
it is also mirrored in a separate data 
center located miles away from the pri- 
mary one. Unique to l&l in the mass 
hosting market, this geo-redundancy 
adds an extra layer of protection against 
data loss should there be an issue with 
the server, and also safeguards against 
downtime to websites should there be a 
need to perform maintenance. In these 
scenarios, a dynamic switch to the al- 
ternate data center would prevent any 
interruptions to the service. 

Both l&l MyWebsite and l&l's 
shared hosting packages operate using 
Dual Hosting technology, providing 
unparalleled uptime and reliability. 

QWhat types and sizes of busi- 
nesses are an ideal match for 
the Dual Web hosting products? 

A Dual hosting can be used for all 
business types and sizes provided 
they do not need dedicated resources or 
root server access. It is an ideal solution 
for businesses who want unparalleled 
uptime and full access to their Web 
space without needing to know how to 
administrate a server. 



,-TOP 5 COMMON - 

WEBSITE FAULTS 

Here are the most common problems 
facing websites, according to 1&1 Internet's 
"U.S. Reliability Survey" of 1 ,340 consum- 
ers, and some advice from 1 &1 about how 
to solve those problems. 

SLOW-RUNNING WEBSITES 
Ensure that the technology 
supporting your online pres- 
ence is reliable. It's important 
to use redundancy if at all 
possible with multiple servers to ensure that 
your website is fast and always accessible. 



SIGNIFICANT DIFFERENCES IN 
WEB PAGE LOADING TIMES 

This could also be an issue 
with your server or an inability 
to handle the amount of traffic 
accessing your website. A 
great customer experience depends on 
quick and reliable access, so make sure 
you have ample resources for handling a 
large number of visitors. 



BROKEN WEBSITE PAGES 

Checking the accessibility 
of a website as a whole is 
important, but you should also 
ensure that each and every 
page of the site loads properly every time. 

WEB ADDRESSES THAT 
LEAD NOWHERE 

Regularly check every link on 
the website to ensure that it 
is still active. Links that do not 
lead anywhere leave visitors 
thinking that the website (and, by inference, 
the business) is neglected. 

ONLINE ORDERS THAT FREEZE 
Walk through the full pur- 
chasing process monthly to 
ensure that the shopping 
cart is working perfectly Any 
errors that are experienced should be ad- 
dressed immediately. 



1&1 Internet | (877) 461-2631 | www.1and1.com 
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Social Media 
For Small Business 



Market, Socialize, Network Your Company 

Managing social media for a small business can seem 
like taming a technology beast. And it's the kind of 
beast that may appear to be smarter than you at times. 
But, with some basic education and communication 
skills, you can learn to be a master of social media. 



Whether your enterprise is utilizing 
up-to-date social media strategies in 
multiple departments or you're in 
the processing of initially establishing 
your brand through social networking, 
there's no denying that the social media 
landscape rapidly evolves. So, weVe 
talked to some experts about how to 
maintain effectiveness of your social 
media marketing efforts. 

We'll give you the skinny on mar- 
keting a product or service, cultivating 
company-to-customer relationships, 
and making the most of the connec- 
tions with your Fans, Followers, and 
Members on Facebook, Twitter, and 
Linkedln. And, you may discover that 
these topics aren't mutually exclusive. 

FOR PRODUCTS & SERVICES 

A small business typically retains 
its local clientele by offering the best 
value for the customer's money. But 
when it comes to your website and so- 
cial network, you want to employ social 
media marketing tactics that continu- 



ally offer an incentive for customers to 
keep interacting, paying attention to 
new posts, and ultimately coming back 
to your physical or virtual marketplace. 

Likes, app platforms, & promo- 
tions. Facebook is where you'll want 
to take advantage of the various plat- 
forms with which you can announce, 
target, discuss, link, and share. Amine 
Rahal, founder and co-founder of 
IronMonk Solutions ( www, iron monk, 
net ), points out the ways your profile 
should clearly present your product or 
service. "On Facebook, you have the 
ability of creating a custom HTML/ 
CSS landing page for your fan page, 
which is great for presenting your 
latest products /services. You should 
also take advantage of the Facebook 
Ads platform, which is a true gold 
mine for SMBs right now. It gives you 
the ability of targeting people by age, 
location, interests, likes, marital status, 
college or work info, and more." 

In conjunction with these sugges- 
tions, you can make the jump between 




your Facebook 
page and web- 
site more seam- 
less. According to Maciej Fita, SEO 
director for Brandignity ( www.brandig- 
nity.com ), you can start by "incorpo- 
rating a Facebook 'Like' box on the 
website where it can be visible on every 
page of the site." 

"Since such a large community of 
people are logged into their Facebook 
accounts at any given moment that 
Facebook Like box gives your visi- 
tors the opportunity to become a fan 
of your company fan page with just 
one click. Entice people to become 
a fan by offering special Facebook 
discounts that will only be visible on 
your business Facebook fan page to 
trigger a stronger interest for people 
to become fans," says Fita. 

Furthermore, Fita says you can im- 
port blog post links on your Wall as 
your write them, create discussions to 
reinforce the humanity of your business, 
provide discounts on your Page, and 



. | - ; 



"Doing social media marketing the right way requires two sets of skills: 
technical and marketing skills. On Facebook, for instance, you need to be 
able to develop custom applications and tabs to "brand" your page and 
support your overall marketing message." 



Amine Rahal 

Co-founder, IronMonk Solutions 
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"If you are in a niche or space that tends to be very busy your social me- 
dia approach could be the communication that differentiates you from 
your competition. Social media really helps you become a brand online 
and not just a logo and website/ 7 



Maciej Fita 

SEO Director, Brandignity 



post links from other resources your 
online community would benefit from. 

Hashtags & retweets. Twitter isn't 
Facebook, so there's no reason to treat it 
as such. The micro-blogging site Twitter 
is actually all about " finding the right 



Who Uses Social Media? 



According to a recently published re- 
port from the Pew Internet & American 
Life Project, 66% of adults who use 
the Internet also use social networking 
sites as of February 2012. And 48% 
of them visit a social networking site 
on a typical day Social media use is 
growing in general, even across all age 
categories, as this chart illustrates. 
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people, following them and engaging in 
conversations with them," says Rahal. 
To promote your own product or ser- 
vice, you can look for hashtag topics 
(topical words preceded by the number 
sign, such as "#tech") related to your 
industry and hashtag the topic in your 
own tweet. To continually participate 
in this short-verse discussion, Fita says 
to post links to your blog posts, strike 
up "©mention" (how your reply/con- 
tact another Twitter user) conversations, 
and retweet helpful topics so you can be 
a friendly business that responds to its 
audience and fosters that "warm and 
fuzzy social feeling." 

B2C CONNECTIONS 

The relationship metaphor easily 
applies to company-customer rapport. 
And while the concepts are simple, car- 
rying them out requires consistency. 
And, whatever you do, don't singularly 
rely on self-aggrandizement. 

"Content is king." This phrase 
may ring true, but content only 
works if it's both relevant and per- 
sistent. Even if you're posting to 
thousands of fans or followers, says 
Rahal, it's useless unless you're en- 
gaging them with useful and inter- 
esting content regularly. "Be careful 
though, you don't want to be come 
across as being too 'commercial' with 
your content," Rahal adds. 

Stay personal. According to Fita, it 
all comes down to being active, per- 
sonable, and friendly. "Keep in mind 
that the social media space is not all 
about self-promotion. You have to be 
willing to share with your community 
and that sometimes involves sharing 
material and information from other 



like-minded individuals, websites, and 
businesses," Fita explains. 

THE PROFESSIONAL 
NETWORK 

Business is networking, some say. 
Then again, others tell you to target 
your industry and make connections. 
And still more suggest taking time to 
create an approach that works best for 
you. No matter what angle you employ, 
you can at least start with these tips. 

Link up by joining groups. Not a 
part of Linkedln yet? Join up. Some 
professional groups have more than 
100,000 members, which means "the 
[possibility] of qualified eyeballs to hit 
your content is very high," Fita says. 
Moreover, you can become a member of 
a group that's relevant to your industry 
or simply create your own and invite 
your contact list, Rahal says. He also 
suggests posting blog articles, involving 
yourself in industry-based groups, and 
steadily establishing yourself as an au- 
thority in your industry. Also, don't 
forget to connect your Twitter and 
Linkedln accounts, so your Twitter feed 
appears on your Linkedln profile. 

Play it safe. As much as online so- 
cial spaces can feel like virtual play- 
grounds for adults, there are some 
"mustn'ts" you want to adhere to. 
Carmen Skipworth, U.S. and Canada 
sales executive for Yousocial social 
networking services ( www.yousocial. 
us), offers the following tips to be suc- 
cessful at professional networking: 
"Don't mix personal stuff with pro- 
fessional. Don't post sensitive con- 
tent. Use social networks only to 
share experience and to get new 
ideas. Keep it short and simple." 
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SPEED UP 

SLOW COMPUTEI 



Speed is the key to making sure 
you can be as efficient and pro- 
ductive as possible. It's also im- 
portant if you need to run the newest 
software and applications. But some- 
times a variety of factors can affect your 
computer's performance and make it 
harder and more time-consuming to 
complete even the simplest tasks. 

Luckily, there are many ways to ei- 
ther increase your computer's speed or 
remove the barriers that are preventing 
it from performing up to its potential. 
Here are a few tips and tricks that may 
help you get back up to speed. 

CLEAN UP YOUR 
HARD DRIVES 

In some cases, a slow computer 
could be the result of a full hard 
drive. Computers not only use on- 
board memory (RAM) to run soft- 
ware and applications, they can also 
use portions of the hard drive. If 



Windows Disk 
Cleanup finds unused 
and unimportant 
files, such temporary 
Internet files, and 
removes them to 
free up disk space 
and help improve 
performance. 




you're running out of storage space, 
then your computer won't have ac- 
cess to these additional resources and 
you might notice a decrease in speed 
as a result. It's easy to find some un- 
needed documents and files to delete, 
but you may also be able to delete 
entire programs if your company 
doesn't use them anymore. 

Windows has a built-in tool called 
Disk Cleanup that will help you 
find non-essential files to delete. On 
Windows 7, go to the Start menu and 
click All Programs, Accessories, System 
Tools, and Disk Cleanup. It will let you 
know how much space you can free up. 
You also have the option to see what it 
wants to delete, so it won't automati- 
cally remove important files. 

When an otherwise decent computer 
starts running slowly, you should also 
check to see if there are any programs 
running in the background. Some ap- 
plications start running in the back 
ground as soon as you 
turn on your computer; 
preventing unnecessary 
programs from doing 
this will also help your 
PC's speed. 

SCAN 

COMPUTERS 
FOR VIRUSES 

Some of those pro- 
grams running in the 
background could ac- 
tually be viruses. Many 
malicious applications 



appear to be legitimate programs and 
so you may not recognize them at 
first. Malware, spyware, and other 
viruses can slow down your com- 
puter in addition to posing a security 
threat, so it's a good idea to run an 
anti-virus scan if your computer isn't 
as efficient as it could be. 

There are many anti-virus pro- 
grams available and some of them are 
free. We suggest searching online to 
find the latest versions from their orig- 
inal sources or from reputable ven- 
dors; don't click to download what 
looks good without checking it out 
first. Also, investigate user reviews 
wherever possible to make sure that 
(1) the software works well and (2) 
the latest version is at least as good as 
what came before it, because some- 
times a great software title can take a 
sudden turn for the worst. When there 
are free and paid versions of an anti- 
malware solution available, try the 
free version first to make sure it will 
operate the way you expect. 

EXTRA TOOLS TO HELP 
INCREASE SPEED 

If you've already tried cleaning your 
hard drive and scanning for viruses but 
your computer still isn't as fast as you'd 
like, there are a few free tools you can 
try that may help. One of these tools 
is called Windows ReadyBoost ( www 
.microsoft.com ), which uses additional 
memory from flash drives or memory 
cards to increase the speed of your 
Windows Vista/ 7 computer. 
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All you need is a flash drive or 
memory card with at least 1GB of 
free space (recommended) that can be 
dedicated to ReadyBoost. After you 
connect it to your computer and set 
it up, ReadyBoost will use that extra 
memory to run software and applica- 
tions. Some memory devices indicate 
on the packaging that they will work 
with ReadyBoost. 

UPDATE OR UPGRADE YOUR 
OPERATING SYSTEMS 

Something you may not initially 
think of when you first notice your 
computer is slowing down is whether 
or not the operating system and all of 
the software is up-to-date. Software 
companies release regular updates for 
their products, and many operating 



systems have downloadable service 
packs that can improve performance 
and may even help your computer use 
resources more efficiently. 

There may be some situations where 
an update won't help because your 
operating system is simply outdated. 
If your company uses the latest and 
greatest software or you have been 
using the same OS for more than four 
or five years, it may be time for an up- 
grade. This is a good alternative to re- 
placing entire computer systems if you 
know your hardware is capable of run- 
ning the software and applications your 
company needs. 

EVALUATE YOUR HARDWARE 

If you've exhausted all other op- 
tions, then the reason for your 



computer's slow-down may be hard- 
ware-related. All software titles show 
the minimum and recommended 
system requirements in order for 
them to run on your computer. If 
your desktop's specs don't match up, 
then it may be possible to upgrade 
components. Systems personnel may 
be able to install extra RAM, graphics 
cards, or other components in aging 
systems. 

However, if your computer is 
five or more years old, it may not be 
compatible with certain components 
and new parts may not do enough 
to increase performance. And it isn't 
always easy or possible to upgrade 
laptops. In that case, it may be time to 
invest in new systems that have the 
latest hardware, software, and OS. 
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A Click Away 
From Malware 

When An Innocent-Looking Email Is A Scam 



You receive an email that looks 
like it came from FedEx. It is 
attempting to notify you that 
your package was shipped to the 
wrong address. The subject line reads 
something like "FedEx tracking" or 
"FedEx item number." All you need 
to do to reroute the package is to 
open an attached file (purportedly 
a shipping form) so you can print it 
out. This email, however, was not 
from FedEx, and the attached file 
was actually malware. It was one 
of many, sent to entice users into 



opening the malware-laced file that 
would compromise their computers. 

The FedEx scam serves as a real- 
life example of common large- 
scale attacks whereby data thieves 
and malware script-writers "go 
phishing" or use other ploys to trick 
users into opening a file attachment 
or clicking a Web link in an email in 
order to deliver their malware. For 
the data thief who wants to steal in- 
formation such as credit card num- 
bers and other personal info, email 
scams represent an easy way to gain 



access to PCs and even networks 
with a low barrier of entry. 

Most users know by now to 
promptly identify messages as spam 
(click a Spam button, move the mes- 
sage to a spam folder, or take a similar 
action) when they are obvious scams, 
such as solicitations to claim money 
from a Nigerian bank or offers to run 
free diagnostics tests on their computer. 
However, attackers are getting craftier 
and are using more subtle ploys to trick 
users. Here are some ways to deter- 
mine the difference between ordinary 
email and a con job, especially when 
attackers do their dirty business in not- 
so-obvious ways. 

ENTER YOUR CREDIT CARD 
NUMBER HERE 

Another scam, similar to the 
FedEx scam, informed recipients via 
email that fees must be paid in order 
to receive a parcel. All the user had to 
do was to enter a credit card number 
to pay a small fee in order to resolve 
the matter. 

"With the likes of logistics compa- 
nies, the message will ask for a parcel 
number and will then generally state 
that customs duties or excess postage 
is required," says Clive Longbottom, 
an analyst for Quocirca ( www.quocirca 
.com ). "It then asks for credit card de- 
tails or some such thing." 

One rule to take away is to never 
pay for something on a website that 
is accessed through a link in an un- 
solicited email, at least not without 
checking first. "Either phone the com- 
pany (from a number obtained from 
their website, not the email), or if you 
know that this sort of payment can be 
done through their website, go there 
on your own steam by typing the ad- 
dress into your browser and looking 
for your consignment details there," 
Longbottom says. 

DON'T TRUST 

THAT SENDER ADDRESS 

After hijacking an email account, 
attackers will often use the victim's 
email address to spam contacts and 
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"Links, such as the 'unsubscribe link 7 , are 
a popular way for spammers to validate 
your e-mail address as well as deliver 
malware to your system/ 7 



Joe Malec 

fellow, Information Systems Security Association 




"The basics for how you verify if a 
FedEx message or other email is 
legitimate are the same." 



Brad Kowal 

director of data centers, Shands Healthcare 



"At the very basic level, you will never 
have won money or any prize in a compe- 
tition that you have never entered." 

Clive Longbottom 

analyst, Quocirca 




solicit them to click a link or down- 
load a file. The scam is crafty since 
users understandably think they are 
receiving an email from someone 
they know or a coworker who has a 
company account. 

When this happens, a lack of 
personalization in the body of the 
email should raise flags. If the email 
text begins with "Hi" from a friend 
or "Dear colleague" from a work 
address, then it is very likely fake. 
There are other signs to look for 
that indicate that the message was 
sent from a compromised email ac- 
count. "If the email looks as if it 
is personalized, but does not have 
your name in the 'To' field, then 
it is bogus. If there are no contact 
details (a proper name along with 
a matching email and a telephone 
number), it is possibly bogus," 
Longbottom says. "If there is a 
telephone number provided, dial 
it; don't say who you are or why 
you are calling if someone answers, 
but ask them who they are and 
who they are representing. If they 
stumble over responses or cannot 
answer, the email was bogus." 

Many users continue to fall for 
the "your IT department has iden- 
tified a problem with your ma- 
chine" message, especially when 
the sender appears to be from 
within the company, Longbottom 
says. "These email messages are al- 
ways scams of some sort. You often 
download a virus and then have to 
phone the company concerned and 
pay to get it removed." 

ENGLISH USAGE ALERTS 

Unfortunately, the use of poor 
grammar is becoming more preva- 
lent and accepted in business com- 
munications. However, there is 
a big difference between poorly 
drafted messages and one written in 
broken English, which often serves 
as a flag for an illegitimate mes- 
sage, says Joe Malec, a fellow at the 
ISSA (Information Systems Security 
Association; www.issa.org ). 



"Messages that contain spelling er- 
rors, missing words, and logical gaps 
in reasoning should be treated suspi- 
ciously," Malec says. 

Messages that are designed to 
look as though they come from a U.S. 
source, for example, but use British 
spellings (such as "centre" instead of 
"center," or "defence" instead of "de- 
fense") or vice versa should be viewed 
as suspect. "Check for the obvious: If 
the email purports to come from the 
UK, but has words [with spellings] like 
'specialize,' 'color,' and so on, then it's 
[probably] bogus," Longbottom says. 

REPORT SPAM, 
DON'T UNSUBSCRIBE 

Annoying messages that somehow 
make their way past the spam filter 
often claim to offer the recipient the 
option to unsubscribe from the list by 
clicking a link. But as tempting as it 
might be to follow the instructions in- 
stead of copying the message to the 
spam folder, users should take heed. 

"Links, such as the 'Unsubscribe' 
link, are a popular way for spam- 
mers to validate your email address 



as well as deliver malware to your 
system," says Malec. 

CHECK THEM OUT 

Whenever a user has any inkling 
of a doubt about an email's origin, 
tests exist that can quickly and ac- 
curately make sure the sender's ad- 
dress is legitimate. This can be done 
by checking the sender's .com do- 
main. For a link embedded in an 
email, verification systems such as 
CentralOps.net can verify the authen- 
ticity of a website, says Brad Kowal, 
a director of data centers for Shands 
HealthCare in Florida. 

"The basics for how you verify if 
a FedEx message or other email is 
legitimate are the same," Kowal says. 

GREED IS NOT GOOD 

It is common sense for most to 
ignore certain types of messages, 
but many users still need to be re- 
minded not to click links or file 
attachments in email messages that 
claim to offer the lucky recipient 
the chance to win a prize or other 
too-good-to-be-true offers. 
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Nexidia Capture 4.0's 
Screen Capture feature 
lets you get a complete 
view of agent and business 
processes by combining the 
audio with a visual record 
of the agent's desktop. 




_ . Business 

Software 

The Latest Releases & Updates 

When you keep on top of new and updated 
business software, you can learn about ways 
to enhance your business by upgrading or 
adding to your technology solutions. Our 
coverage of the latest releases and updates 
in the world of business software includes 
products that can help you collaborate, 
create, and maintain security online. 



To help you zero 
in on what's new, 
here's our latest 
roundup of business 
software releases 
and updates. 

EMANIO CONTEXT! 6.0 

EMANIO's Context! 6.0 ( www 
.emanio.com ) has an improved user 
interface that lets cus- 
tomers identify data- 
related trends faster 
than ever and put that 
information to good 
use. EMANIO's soft- 
ware also makes it 
easier to create reports 
based on the compiled 
information. The en- 
tire solution is built on 
a point-and-click plat- 
form that makes it easy to access the 
information companies need without 
having to battle with the software. 

CISCO CLOUD 
CONNECTED SOLUTION 

Cisco ( www.cisco.com ) is releasing its 
Cloud Connected Solution platform 
for companies that want to ready their 
networks for cloud computing envi- 
ronments. The suite features Cloud 
Connectors, software that is included 
in Cisco's Integrated Services Router G2 
platform and designed to create custom 
services for customers. The Cloud Con- 
nected Solutions also features the Cis- 
co Cloud Services Router 1000V, which 
is a virtual router for VPNs, and the 
Cisco ASR 1002-X router. Plus, Cisco 
provides a variety of other cloud 
tools and services, including Cisco 
Application Visibility and Control, 
Cisco AppNav, and Cisco's Wide Area 
Application Services. Each individual 
part comes together to form Cisco's 
remedy for network-related cloud com- 
puting headaches. 
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ESRI ARCGIS ONLINE 

ArcGIS Online from Esri ( www.esri 
.com ) gives you the tools to collect geo- 
graphic information and share it with 
others. For instance, companies can 
gather important geographic data re- 
lated to customers and use that in- 
formation to further grow their reach 
and move into potential new mar- 
kets. Companies can also use the data 
to help their employees collaborate 
more effectively and thereby improve 
productivity. ArcGIS provides a plat- 
form where you can create interac- 
tive maps, images, applications, and 
other data to make a one-stop-shop 
for all necessary geographical infor- 
mation. For users who are always on 
the go, Esri created a mobile program 
that works with smartphones, tablets, 
and other mobile devices so you can 
access geospatial data from anywhere 
at any time. 

IBM ANALYTICAL DECISION 
MANAGEMENT 

IBM's Analytical Decision Man- 
agement software lets you pull an- 
alytics data into any project and 
discover trends that will improve 
the overall decision-making capabili- 
ties of SMBs and enterprises. You 
can use data the software compiles 
with a variety of existing or custom- 
made applications. They key to IBM's 
Analytic Decision Management soft- 
ware is that it's adaptable to most 
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Policy Patrol 8 lets users include links to websites, 
social networking sites, and more in their email 
signatures to give the receiver access to more of 
your company's information. 



situations and can provide on-the- 
spot data so users can make deci- 
sions quickly. 

NEXIDIA CAPTURE 4.0 

Nexidia ( www.nexidia.com ) re- 
cently released the newest itera- 
tion of its call recording software, 
Capture 4.0. Among the features in 
this latest version are support for 
VoIP and TDM networks as well 
as integrated Interaction Analytics. 
With Nexidia Capture 4.0, compa- 
nies can record all in-coming calls 
for use in a variety of analytics- 
related applications. Each recorded 
phone call is encrypted to ensure 
the stored file is secure. Capture 
4.0 also features a Screen Capture 
option, so you can have a video 
complement to the recorded call. 
Nexidia offers Capture 4.0 with a 
$60 or $100 cost per channel de- 
pending on whether you opt for a 
yearly or perpetual license. 

RED EARTH SOFTWARE 
POLICY PATROL 8 

Red Earth Software retooled its 
Policy Patrol ( www.policypatrol.com ) 
offering, giving users new email sig- 
nature options and improved an- 
tivirus and anti-spam in version 
8 of the software. Policy Patrol 8, 
designed specifically for Exchange 
Server, lets users add images and 
links to their email signatures that 
will lead email recipients to your 




Sentilla's planning screen provides the tools that 
let you determine costs, cooling considerations, 
power consumption, and more to make sure 
your data is running efficiently and effectively. 



company's current online promo- 
tions, bios, social media sites, and 
more. With the program's new anti- 
virus features, users can now make 
changes to their configurations and 
push updates out to every server on 
the network. Policy Patrol 8 also has 
anti-spam tools, including whitelists 
and blacklists, spam check reor- 
dering, and more 

SENTILLA VERSION 5 

Data centers contain complex 
ecosystems that can be difficult to 
manage using individual systems 
and solutions. Sentilla Version 5 
( www.sentilla.com ) provides data 
center performance management 
for every facet of the data center, in- 
cluding physical infrastructure, vir- 
tualized environments, and more. 
Companies that take advantage of 
Sentilla's solutions can track what's 
happening in their data centers and 
use that information to improve sys- 
tems and make changes to ensure the 
best possible performance. The soft- 
ware can help companies cut down 
on costs and power consumption 
while also helping them to improve 
their environmental efforts. 

VIRTUSTREAM XSTREAM 2.0 

Most companies that use cloud 
computing solutions are using mul- 
tiple cloud structures. You may have 
one public cloud, an offsite cloud- 
based system for backups or colo- 
cation, and a hybrid solution for 
customer use. Virtustream's xStream 
2.0 ( virtustream.com ) is designed to 
bring all of these environments and 
applications under one roof and 
create a custom hybrid cloud so- 
lution that's easier to monitor and 
manage. Because there is quite a bit 
of sensitive information stored in the 
cloud, xStream 2.0 features multi- 
layered security and authentication. 
xStream 2.0's pricing is flexible, so 
companies pay for only the services 
they receive. The full version of the 
program should be available as you 
read this. 
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ENERGY-CONSCIOUS TECH 




The electronic 
devices that make 
our lives easier also 
produce some un- 
wanted side-effects 
on the environ- 
ment. Fortunately, 
many consumer 
electronics manu- 
facturers and busi- 
nesses are working 
to create products 
that keep us pro- 
ductive while 
reducing energy 
demands to lessen 
our impact on 
the environment. 
Here, we take a 
look at the newest 
environmentally 
friendly technology 
initiatives. 



ARTIFICIAL LIGHT WITH 
A NATURAL DESIGN 

> Although it certainly won't serve as 
a replacement to your data center's cur- 
rent lighting scheme, Ryosuke Fukusada's 
Wooden Light Bulb will at least be a conver- 
sation starter for your office and a clear dem- 
onstration of how dedicated you are to green 
technology. Fukusada took a traditional LED 
bulb with an aluminum base and wrapped 
it in a thin, wooden shell. When you turn it 
on, the bulb glows orange. Fukusada is still 
tinkering with his design. 




Ryosuke Fukusada's Wooden 
Light Bulb provides a natural 
approach to traditional bulbs 
with its wooden shell that glows 
when you flip on the light switch. 



CALIFORNIA ENERGY COMMISSION 
FUNDS GREEN FUEL PROJECTS 

>■ The California Energy Commission recently handed out $23 million in grants 
for a variety of green fuel projects throughout the state. One such project is 
University of California Davis's research project that will evaluate the pros 
and cons of California-based alternative fuels. The U.S. Forest Service received 
additional funding for its Pacific Southwest Research Station, which focuses 
on forest biomass biofuel production and the effects of wildfires. Sacramento- 
based company Tmdgroup received funds for a green transportation marketing 
campaign. All of these projects are designed to further grow the green initia- 
tives in the state through new technological discoveries and outreach programs. 

EBAY TO USE BLOOM ENERGY FUEL CELLS IN UTAH FACILITY 

eBay is taking its green technology approach to new heights with plans to in- 
corporate Bloom Energy Servers into its Utah data center. The planned 6-mega- 
watt system is the largest-ever commitment for a data center, and eBay will be 
using the Bloom Energy Servers as its primary fuel source, which is another 
first for this specific technology. The solid oxide fuel cells in the array will run 
on biogas. Bloom Energy and eBay hope to have this environmentally friendly 
data center up and running by mid-2013. 

POWER MONITOR SYSTEM & MANAGEMENT 

The Embedded Systems Laboratory at the EPFL recently created a new 
PMSM (Power Monitor System and Management) solution designed to help 
data centers decrease their power consumption costs by as much as 50%. The 
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RUTGERS BUILDS SOLAR-POWERED DATA CENTER 

>* Rutgers University wants you to think of an efficient, en- 
vironmentally friendly data center when you hear the word 
"parasol," instead of a fancy sun umbrella. The school's 
Parasol micro data center is certainly one of the most bare- 
bones designs we've ever seen, using nothing more than a 
few batteries, a container, and the attached solar panels. The 
entire system is designed to house a maximum of 160 energy- 
efficient servers, which can draw power from as many as three 
power sources using manual switches. Rutgers University 
personnel have also created GreenSlot and GreenHadoop soft- 
ware specifically for the Parasol project and hope to maximize 
the micro data center efficiency using these systems as well as 
free direct-exchange cooling techniques. 



The Parasol micro data center at Rutgers University uses solar panels to power as many as 160 energy-efficient 
servers and is designed to use free cooling techniques for a low-cost approach. 



PMSM focuses on Internet services as a major culprit for inefficient 
energy consumption and uses a variety of sensors connected to power 
supplies to monitor energy usage and help avoid overheating of the 
physical infrastructure. The system lets IT managers view the power 
consumption and facility temperature and make changes necessary 
for improved efficiency and lower energy bills. 

BRAIN-POWERED FUEL CELLS 

MIT scientists aim to bring us one step closer to the Singularity (a 
potential future where artificial intelligence outpaces human intel- 
ligence), with unique fuel cells designed to pull power from human 
brain fluid. These small fuel cells are constructed of platinum and sil- 
icon, break down glucose into energy, and could one day power brain 
implants, which could help stimulate nerves and help patients suf- 
fering from paralysis and other spinal cord-related injuries. Scientists 
have already tested this type of technology on insects and other small 
animals with success but claim they are still years away from using 
these glucose-based cells for practical, medical purposes. 



PHOTOVOLTAIC SOLAR CELLS 
FOR UNDERWATER USE 

> United States NRL (Naval Research 
Laboratory) scientists in the Electronics 
Science and Technology Division are 
working on photovoltaic cells that can be 
used underwater at depths of up to 30 feet. 
The NRL hopes to use these cells to power 
offshore sensor platforms and other systems 
to improve their operational range. The 
theory is that because sun rays are more 
concentrated underwater, these cells would 
more efficiently collect energy for power 
usage. Scientists have already tested under- 
water photovoltaic cells in about 9.1 meters 
of water (just under 30 feet), which they say 
is more than enough to show the potential 
of utilizing this technology. 
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Keep Mobile Data 

Confidentml 

* Solutions For Staying SecurityrSawy 




Key 
Points 



Technology research firms 
predict that the mobile device 
market will continue to grow 
quickly in the next five years as 
more workers use personal de- 
vices to do everyday business. 



Not all attacks occur via ma- 
licious apps: phishing scams, 
network-based threats, and 
browser exploitation are all 
opportunities to take advan- 
tage of end users. 



Cloud data services and 
remote security software 
can protect lost, compa- 
ny-issued devices from 
creating new vulnerabili- 
ties in the network. 



When considering a mo- 
bile security solution, look 
for features such as corpo- 
rate data wiping, multiple 
authentication options, and 
pre-cached encryption. 



MOBILE OFFICE 

BUSINESS ON THE ROAD 



According to a Juniper Research 
( www.juniperresearch.com ) re- 
port, the market for mobile 
device security software will skyrocket 
to $3.7 billion in the next five years. 
Why the investment? We can find one 
clue in IDC's ( www.idc.com ) Wordwide 
Quarterly Mobile Phone Tracker report, 
which projects that global smartphone 
shipments will grow 38.8% year over 
year (2011 to 2012), reaching 686 million 
units by the end of this year. 

Puneesh Chaudhry, co-founder and 
CEO of Copiun ( www.copiun.com ), says 
there are numerous security challenges 
that result from our rapid adoption of 
smartphones and tablets. "Many of the 
security challenges arise because these 




devices are almost always personal," 
Chaudhry says. "According to Deloitte, 
nearly 75% of tablets and smartphones 
used in enterprises will be personal, 
a trend known as BYOD (bring your 
own device). Interestingly, according to 
Gartner, nearly 90% of corporations will 
be supporting the use of personal de- 
vices for corporate work by 2013." 

Lookout Mobile Security's August 
2011 Threat Report identifies the four 
danger categories for mobile users: ap- 
plication-based, Web-based, network, 
and physical threats. Application-based 
threats typically attack mobile devices 
as malware, spyware, the acquisition of 
personal info (privacy threats), and ap- 
plication vulnerability exploitation. 

Not unlike Web-based PC threats, 
Web-based issues on tablets are gener- 
ally linked to phishing scams, "drive- 
by-downloads" (automatic malicious 
downloads that occur when you visit a 
hijacked page), and browser exploits. No 



thanks to connectivity and communica- 
tion avenues, network threats can infil- 
trate your device via Bluetooth, Wi-Fi, 
and SMS (Short Message Service) texts. 
Lastly, no one can overlook the conse- 
quences of personally losing a device 
or the intentions of a tablet thief who 
hopes to profit from what he finds on 
your mobile banking app. 

STATE OF THE MOBILE UNION 

Mobile operating system developers 
are continually tweaking their applica- 
tion distribution model and the permis- 
sions granted for the roll out of new 
third-party patches. However, it's the 
mobile end user who must learn the 
practicalities of mobile safety. 



According to Heather Rutledge, 
product manager at SecurityCoverage 
( www.securitycoverage.com ) , "Many con- 
sumers have a false sense of security 
when it comes to their mobile device. 
While the impact of mobilization brings 
with it many opportunities, it also poses 
a new wave of concerns and challenges 
that the public must be educated on." 
Rutledge adds, "We know that organiza- 
tions are becoming increasingly reliant 
on their mobile devices and combining 
their personal and professional uses, and 
hackers are taking advantage of this new 
era of information technology." 

Rutledge cites some of the common 
oversights that can result in a lost, stolen, 
or hacked phone, including the "lack 
of a wipe feature that will allow sensi- 
tive information to be deleted from the 
device in the event it goes missing" and 
"installing an app that contains malware 
without the protection of an antivirus 
application that can, at the very least, 



"If your smartphone or laptop is lost or 
stolen, you want to make it as difficult as 
possible for the person that has it to gain 
access. Make sure to force a lock screen and 
teach your users to use strong passwords." 

Corey Nachreiner 

CISSP and director of security strategy, WatchGuard Technologies 
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"Not all data is created equal. For example: 
while it may be OK to allow storage of sales 
collateral on the mobile devices, it may not 
be OK to store the entire price list." 



Puneesh Chaudhry 

co-founder and CEO, Copiun 



scan your phone to make sure the app 
is safe." 

To put it plainly, mobile devices 
are just as vulnerable as the traditional 
laptop. "Though many end users don't 
think of them this way, these devices are 
just as much 'computers' as your laptop 
is. Technically, these mobile devices 
suffer the exact same security issues as 
[laptops do]," says Corey Nachreiner, 
CISSP (Certified Information Systems 
Security Professional) and director 
of security strategy at WatchGuard 
Technologies ( www.watchguard.com ). 
However, in the past, attackers hadn't 
[taken advantage of] smartphone vul- 
nerabilities as aggressively as they did 
laptop and computer vulnerabilities. 
Android seems to be most targeted mo- 
bile OS by malware authors right now. 
Researchers have found many different 
malware apps being shared via the le- 
gitimate Android marketplace." 

Nachreiner adds that there are now 
Android Trojans that take full control 
of your device. In fact, he says, re- 
searchers recently discovered a botnet 
of Android devices that victimized 
40,000 users. 

Regardless of the bull's-eye that is 
centered squarely on the mobile plat- 
form, it's pertinent to consider the se- 
curity measures that popular mobile 
operating system developers have al- 
ready established so that download 
dread doesn't grip your mobile work- 
force. For instance, on the Android 
platform, users must approve a list of 
permissions to help identify if an app 
is authentic or untrustworthy. In addi- 
tion, the Android Market user commu- 
nity is held responsible for keeping the 
app store lawful, in a sense. 

With iOS, Apple set up perimeters 
so that third-party app data stays 
within the boundaries of its own pro- 
gram unless a user opts to receive push 
notifications or other alerts. The Apple 
Store also doesn't approve submitted 
apps unless they undergo the thorough 
review process based on the conditions 
instituted for iOS developers that en- 
compass interface approval and con- 
tent suitability. 



SAFE PRACTICES & 
GOOD HABITS 

Workarounds for increasingly com- 
plex security issues are not elusive. To 
be sure, the biggest mistake you can 
make is the simplest one: not securing 
your mobile device. Chaudhry offers 
some best practices for companies that 
want to take mobile data protection 
seriously. For instance, organizations 
can define policy controls for consumer 
devices before the end user connects 
to the network and gains access to cor- 
porate files. To prevent unauthorized 
entry into all network repositories, only 
allow mobile workers to search spe- 
cific folders on their device. When em- 
ployees share files across the network, 
ensure that they're not doing so via a 
consumer service. Hosting your own 
cloud storage for data exchange gives 
your IT department visibility of which 
files are moving where. 

Rutledge says, "Using a trusted 
cloud-based service to keep actual raw 
data off the device is another great way 
that companies and individual users can 
protect their data. The cloud provides a 
secure way to ensure that data isn't lost 
should your device go missing or be- 
come infected. As always, making sure 
that you're using strong, unique, hard- 
to-remember passwords on all devices 
and logins is key." 

Equally important is drive and file 
encryption, as Rutledge makes clear: 
"Make sure you're using programs 
that are encrypted to store your infor- 
mation. As mobile devices continue 
to make their way into our business 
and personal lives, people will search 
to find more ways to attack on the 
cellular level and retrieve our most 
sensitive information." 



Nachreiner encourages the use of 
remote security servers as well as mo- 
bile management solutions. "All major 
mobile platforms have remote services 
that will allow you to remotely lock a 
device, or delete its contents. They also 
have GPS locating services that will 
help you find a lost or stolen mobile 
device. Furthermore, some vendors 
have started creating mobile man- 
agement solutions that allow you to 
centrally manage these types of capa- 
bilities and more." 

Speaking to the necessity of pro- 
tecting fleets of mobile devices, 
McAfee offers its Enterprise Mobility 
Management software (free; www.mcafee 
.com ), which is designed to block un- 
authorized devices, enable IT auditing, 
and simplify scalability of mobile de- 
vice disbursement. With apps available 
for iOS, end users can log into McAfee 
EMM and securely connect to enterprise 
email, VPN, and Wi-Fi networks. 

Ultimately, businesses should 
treat mobile devices as though 
anyone might gain physical 
access to them, Nachreiner says. "That 
means, if you have critical, sensitive 
data on the devices, you need to encrypt 
it. That way if the devices end up in the 
wrong hands, they still can't gain access 
to your sensitive data." 

LESSONS LEARNED 

Implementing mobile security ini- 
tiatives largely depends on your com- 
pany's needs, budget, and culture, 
but if you're the one who makes the 
calls when it comes to safe mobile 
practices, don't hesitate to present 
the advice in this article to you col- 
leagues and set a plan in motion to 
overhaul any inconsistencies in your 
mobile security policy. 
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Is Your Mobile Strategy 

UP-TO-DATE? 



.ttitude Shifts Create Challenges & Opportunities 



Just a few years ago, 
mobile strategies for busi- 
nesses were fairly simple. 

Industry wisdom suggested that 
businesses give employees a 
BlackBerry, if anything, and use 
(or pay for third-party hosting of) a 
BES (BlackBerry Enterprise Server) 
to manage them. Since many em- 
ployees' personal phones were just 
that — phones — rather than miniature 



mobile computers, businesses pretty 
much ignored them. 

Fast forward to the present, and 
you'll find that the situation has 
changed dramatically. A prolonged 
recession and the explosion of iOS 
(Apple) and Android (Google) smart- 
phones has completely upset the busi- 
ness-mobile-phone cart. Businesses of 
every size have been grappling with 
how to adapt or create a mobile policy 
strategy that is nimble and flexible 
and encourages productivity while 
protecting company interests. 



STRATEGY VS. POLICY 

For the purposes of this article, 
strategy is your total plan for deploying, 
managing, and securing mobile devices 
in the workplace. Policy, which we con- 
sider to be the specific ground rules by 
which employees may use mobile de- 
vices, is a big part of strategy. 

However, strategy also requires 
decisions about which devices you'll 
purchase and how you will manage 
them, whether or not employees can use 
their own devices, how you will handle 
maintenance and lifecycle replacements, 



Key 
Points 



The integration of personal 
mobile devices (aka BYOD) 
into the workplace is an in- 
escapable issue that compa- 
nies of all sizes must address 
in their devices strategies. 



Expanding your strategy to 
include a BYOD compo- 
nent will result in produc- 
tivity enhancements and 
may reduce mobile device 
expenditures, as well. 



User policies — even if very 
short and basic — must 
define the parameters for 
personnel and companies 
must ensure everyone reads 
and signs off on them. 



: Firms that whose poli- 
cies are outdate or out 
of sync should begin 
tweaking them immedi- 
ately to reduce their risk 
of corporate exposure. 
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> IT Concerns Over BYOD 

For its May 2012 "Rethink The Risk" 
report, BT surveyed more than 2,000 
IT decision-makers around the world 
and identified the top concerns re- 
lated to current trend in BYOD (bring 
your own device), whereby employ- 
ees are permitted to use their own, 
often consumer-oriented devices in 
the workplace. What follows are the 
percentages of respondents who indi- 
cated certain threats as "challenging" 
or "very challenging." 

68% - Cybersecurity 

68% - Preventing data leaked 
by employees 

61 % - Increasing use of personally 
owned devices and social 
media sites 

57% - Preventing or fixing weaknesses 
within business systems 

57% - Security in supply chain 
systems 

53% - Industrial or state-sponsored 
espionage 



and what happens to devices when they 
become lost, stolen, or obsolete, or when 
an employee leaves the company. 

READY, SET, STRATEGIZE 

With those parameters in mind, do 
you have a formal strategy in place? 
Have you updated it recently or do 
you plan to do so soon? According to 
Greg Potter, research analyst with In- 
Stat ( www.instat.com ), small businesses 
are more likely than their enterprise 
brethren to have inflexible or outdated 
strategies and policies for mobile de- 
vices — if they have any at all. They 
are also less likely to support a BYOD 
(bring your own device) strategy. 

"I believe the majority of small busi- 
nesses are purchasing phones rather 
than letting employees bring their own 
devices/ 7 says Potter. "Enterprises have 
better IT departments and economies 



of scale." Potter notes that enterprises 
can usually afford to either deploy ro- 
bust in-house management of devices 
as part of their strategies, or use third- 
party hardware or software solutions 
for device management (including 
not only security, but also inven- 
tory and lifecycle management solu- 
tions). "Small businesses may try to 
manage their mobile devices in-house 
with fewer resources, so they are not 
as comfortable with allowing a wide 
array of devices," says Potter. 

Even among medium-sized and 
larger companies, adapting strategies 
to match realities has been slow, but 
many businesses are coming around. 
According to a June 2012 report from 
Gartner based on a survey of enterprises 
conducted in late 2011, 90% of respon- 
dents had already deployed mobile de- 
vices for workers. Furthermore, the top 



issue for most enterprises was "use of 
privately owned devices." 

Whether or not to permit network ac- 
cess from employee devices is a crucial 
decision because the types of devices 
you allow — and how you provide them 
(or don't) — is the key driver for the rest 
of your mobile device strategy. In the 
remainder of this article, well look at 
various components of a mobile phone 
strategy, including trends and recom- 
mendations from our experts, starting 
with the elephant in the room: BYOD. 

BRING IT 

BYOD is, without a doubt, garnering 
more attention right now than any other 
aspect of mobile device strategy. In fact, 
everyone with whom we spoke con- 
siders it an inescapable aspect of mobile 
policy strategy. When employees over- 
whelmingly bring their own devices 
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"Small businesses may try to manage 
their mobile devices in-house with fewer 
resources, so they are not as comfortable 
with allowing a wide array of devices." 



research analyst, In-Stat 




"The blending of business and personal is 
very fuzzy and it is only getting fuzzier as 
we go forward." 

Allen Nogee 

independent research director 



to work, avoiding the idea of imple- 
menting a BYOD policy becomes more 
of a challenge than it's worth. 

In its "Global Mobile Workforce 
Report" for 2012 Q2, based on a 
survey of 1,689 mobile wokers lo- 
cated primarily in North America 
(50%) and Europe (33%), iPass found 
that BYOD policies are showing up 
in more and more organizations. 
Most respondents felt that working 
remotely is a necessity (62%) or even 
a right (7%). 

Some organizations are imple- 
menting BYOD policies that include 
support for specific mobile devices, but 
that isn't always in an organization's 
best interest, according to independent 
research director Allen Nogee. "Most 
people do not like carrying two phones, 
and if they carry one after hours it will 
likely be personal," he says. "That 
means they cannot conduct business 
after hours, which companies love them 
doing. The blending of business and 
personal is very fuzzy and it is only get- 
ting fuzzier as we go forward." 

FINANCIAL MODELING 

If BYOD is a given, how does that 
affect your financial model? That 
depends on your needs and budget, 
but everyone says finances should 
be incorporated into your strategy. 
Potter says BYOD can substantially 
reduce device expenditures, freeing 
up money for other things, including 
more robust device management. 

San Francisco-based Active Interest 
Media ( www.aimmedia.com ), an early 
adopter of BYOD as part of its 
strategy, lets employees bring their 
own devices to work — at their own 
expense. "Our policy is 'in exchange 
for us allowing you to bring your de- 
vice and us setting it up, you provide 
the device and we cover up to half of 
the monthly data plan,'" says Nelson 
Saenz, vice president of IT at Active 
Interest Media ( www.aimmedia.com ). 

Potter says businesses that want to 
purchase and provide devices can do 
so inexpensively by negotiating with 
carriers. He says small businesses 



should be able to obtain smartphones 
for $200 apiece, maybe less depending 
on the number ordered. However, he 
says it's not really necessary if em- 
ployers address the other aspects of let- 
ting employees BYOD. He also points 
out that providing devices leads to ex- 
penses in another area — maintenance 
and lifecycle replacement. 

REPLACE OR REPAIR IT 

Businesses should ensure their 
strategy addresses whether or not 
they will underwrite the cost of war- 
ranty protection for device repair 
and /or replacement, Potter says. "The 
lifecycle of a smartphone is roughly 
18-32 months. If a company-supplied 
phone breaks, the firm should have 
service plans set up through the car- 
riers. If an employee brought it, then 
the employee is usually responsible 
for anything that breaks." Saenz says 
the latter is AIM's approach, and he 
has not experienced any pushback. 
"If it breaks, they are responsible for 
fixing or replacing it, period," he says. 

MANAGE IT 

Numerous companies provide 
third-party management and admin- 
istration of devices, and even large 
enterprises with the appropriate re- 
sources are finding it easier and more 
efficient to outsource management 
tasks, often to Web-based solutions. 



However, for small companies these 
solutions can be cost-prohibitive. 

Nogee says management and secu- 
rity are workable for even the smallest 
of firms. He points out that there are 
device security solutions available at 
every level, starting with the native 
support for remote lock and wipe 
available in most smartphones. He also 
says developing a clear, if short, de- 
vice user policy and getting employees 
to read and sign it is a strategic com- 
ponent that cannot be overlooked. "If 
someone wants to intentionally get 
around the system, they will," says 
Nogee. "But having clear rules makes it 
easier for people to do the right thing." 

PLAN FOR IT 

If you've realized that you're missing 
some big pieces of the mobile device 
strategy puzzle, start changing that, right 
now. Make a plan, with a timeline, for 
addressing BYOD. Consider the man- 
agement implications and benefits such 
as cost savings and incorporate those 
into your strategy at the same time. 

In exchange, you'll gain substantial 
increases in worker satisfaction and 
productivity. After all, 35% of mobile 
workers report checking their email as 
the first thing they do in the morning 
before anything else — including 
getting dressed or eating breakfast. 
Wouldn't you prefer it's your business 
email they are checking? 
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Steve Jobs threw the gauntlet at Adobe's feet in April 
2010 when he declared, "Adobe claims that we are a closed 
system, and that Flash is open, but in fact the opposite is true. 
. . . HTML5, the new Web standard that has been adopted by 
Apple, Google, and many others, lets Web developers create 
advanced graphics, typography, animations and transitions 
without relying on third-party browser plug-ins (like Flash)/' 
There are only a couple of loose threads in said gauntlet. 



For starters, HTML5 isn't finished. 
The progression of events man- 
aged by the World Wide Web 
Consortium (aka W3C) originally 
called for the HTML5 specification to 
reach the Last Call stage in 2008 and 
the Recommendation stage (the final 
point of being "done") in late 2010. But 
Last Call wasn't reached until 2011, 
and Recommendation has now been 
pushed back to 2014. Could businesses 
that standardize on HTML5 before 
Recommendation face incompatibili- 
ties once the specification is final? It's 
unlikely but possible. Matters aren't 
helped by the W3C and WHATWG 
(Web Hypertext Application Techno- 
logy Working Group), both maintaining 
slightly forked HTML5 specifications, 
although the two groups are working 
on the spec in tandem. 

In the meantime, the biggest ques- 
tion remains: Is HTML5 good enough? 
Is it ready for mainstream adoption, or 
should users and developers keep the 
status quo with Adobe Flash? 

IS HTML5 OVERHYPED? 

Adobe itself went a long way to- 
ward answering this question when, 
in November 2011, the company 
posted on its Flash blog that HTML5, 
owing to its rising dominance in the 
mobile space, is now "the best solu- 
tion for creating and deploying con- 
tent in the browser across mobile 
platforms." Henceforward, Adobe 
would cease work on a browser-based 
Flash Player and instead work with 
developers to enable them to offer 
their native apps with Adobe Air in 
app stores. Not surprisingly, Google 
announced in late June 2012 that it 
would kill Flash Player support in 
Android 4.1 (aka Jelly Bean). This es- 
sentially leaves HTML5 as the de facto 
choice for mobile platforms ... if it can 
handle the job. After all, Flash remains 
the more feature-rich of the two tech- 
nologies today. 

"HTML5 has been hyped not because 
of what it can currently do, but more 
because of what it can potentially do in 
the future," says Karim Yaici, research 
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"I do not see HTML5 — yet — as a threat 
to native mobile application develop- 
ment. In fact, the top mobile applications, 
mostly games, are developed in native 
languages, such as C++ and objective G" 



Karim Yaici 

research analyst, Analysys Mason 



analyst with Analysys Mason ( www 
.analysysmason.com ). "Even with the slow 
demise of Flash and continuing evolu- 
tion of HTML5, the transition will still 
take time. There are currently around 
two billion devices that support Flash 
in some form, compared with limited 
support for HTML5 on desktop Web 
browsers, such as Chrome, and mobile 
platform like Apple's iOS. However, 
support for HTML5 is improving with 
each update of the browsers and mobile 
operating systems." 

What went wrong with Flash? Many 
suppose that the reason for Jobs's dis- 
like of Flash stemmed from his desire 
not to have the company's critical 
iOS platform beholden to the control 
of a single and potentially competing 
company, Adobe. Without Apple's 
support in a time of rising iOS popu- 
larity, Flash was already on the ropes. 
Concurrently, Adobe favored develop- 
ment on desktop platforms, the com- 
pany's traditional bread and butter, 
and spent less effort with Flash Player 
on mobile development, where market 
growth was exploding. With Google 
and Facebook joining Apple as cham- 
pions of HTML5, Flash found itself on 
the mat in the midst of a 10 count. 

"The hype [surrounding HTML5] is 
because of the promise of universality 
of playing of any content, irrespec- 
tive of source," says Vishal Jain, ana- 
lyst, mobile services with 451 Research 
( www.451 research.com ). "That is the fun- 
damental principle guiding the design 
of Open Web standards. The HTML5 



technology standard aspires to make 
the browser smart enough to under- 
stand different object types and play 
them within the browser without de- 
grading the user experience." 

Until this pursuit is fully realized, 
though, Flash remains in the ring. 

FLASH LINGERS 

There is significant feature overlap 
between HTML5 and Flash. Both 
can play back audio and video. Both 
excel at displaying animated graphics. 
However, according to Karim Yaici, 
HTML5 has yet to draw even with 
Flash when it comes to advanced mul- 
timedia animations, such as those found 
in many games. He adds that recent 
demos of HTML5 and JavaScript on the 
desktop, such as Angry Birds on Google 
Chrome, look promising. But a few en- 
couraging cases are not the same as the 
deep and broad cross-platform support 
currently enjoyed by Flash. 

Few doubt that HTML5 support 
will continue to grow throughout the 
browser world. Top-ranking video 
sites, including YouTube and Vimeo, 



are already taking first steps in em- 
bracing HTML5, and more will cer- 
tainly follow. The issue seems to be 
more one of pace rather than support. 

"On the mobile side, with handsets 
and tablets, I see that HTML5 can play 
a greater role in enabling websites and 
hybrid applications — meaning native 
shells with an HTML5 rendering en- 
gine — to distribute content," says Karim 
Yaici. "This is particularly the case for 
developers who want to quickly offer a 
mobile version of their site." 

Businesses may have mixed feel- 
ings about Flash at this point. 
Adobe's platform remains dominant 
on desktop clients, and abandoning 
Flash too soon may cause more head- 
aches than it cures. Also, there is a 
more established, robust ecosystem 
of development tools for Flash than 
HTML5. This can help developers 
with their time to market. 

On the other hand, the consum- 
erization of IT trend continues to 
push mainstream mobile devices 
throughout enterprises, and if HTML5 
is now the default choice for mobile, 
then enterprises will need to embrace 
it sooner rather than later. For de- 
velopers, there's also the benefit of 
having fewer standards on the table 
and thus lower cost of development. 

"The future for HTML5 is bright," 
says Jain, "but one should stop com- 
paring it with Flash or native apps. 
HTML5 is a very broad set of tech- 
nologies which not only impacts 
client-side development but also the 
server-side. And in the Internet of 
things, all of the devices and sensors 
joining networks everywhere, HTML5 
will play an even bigger role." 




" Adobe is contributing several of its 
learnings from Flash to the open-source 
community and W3C. It is also provid- 
ing tools like Edge that allow designers 
to create assets in HTML5. It has not only 
upgraded several of its designer tools, but 
also added support for converting Flash 
to HTML5 in Flash Pro CS6." 

Vishal Jain 

analyst, mobile services, 451 Research 



PCToday / August 201 2 51 



MOBILE OFFICE 

BUSINESS ON THE ROAD 



Tablet Updates 

You use your tablet every day, so you don't want to be left out of the loop when 
developers roll out changes and updates. Each month we research the latest OS 
updates, firmware upgrades, and tablet releases so you don't have to. 




THE I PAD GETS THE 
SIRI TREATMENT 

If you're an Apple iPad owner suf- 
fering from Siri envy, your pain is 
about to end. With the release of iOS 6 
later this fall, Apple is bringing a new 
and improved version of the voice 
command-based personal assistant to 
the 3rd-generation iPad (starts at $499) 
released in March. iPad 2 owners, 
however, aren't getting the same treat- 
ment. Currently, Siri is only available 
on the iPhone 4S. Apple has infused 
Siri with the ability to offer up infor- 
mation related to sports, restaurants, 
and movies. Siri will also support var- 
ious Facebook and Twitter abilities 
and launch apps with iOS 6. 

RIM PULLS PRODUCTION 
ON 16GB PLAYBOOK 

Research In Motion announced in 
June that once inventory of its 16GB 
PlayBook ($199) tablet runs dry, it will 
stop producing the device. The com- 
pany will continue manufacturing 



and selling the 32GB ($249) and 64GB 
($299) PlayBooks. RIM stated that these 
higher-capacity models offer custom- 
ers more value than the 16GB version, 
thus "we have decided to focus our 
efforts there/' Until supplies of the 
16GB PlayBook run out, the tablet will 
be available via global distributors 
and retailers. 

ACER TAKES ANDROID 
TABLETS TO FULL HD 

Android-based tablets have reached 
the full HD plateau with Acer's re- 
lease of the Iconia Tab A700 ($449.99), 
a tablet that sports a 10.1-inch LED 
backlit screen supporting a full 1080 
HD resolution (1,920 x 1,200). That's a 
55% higher pixel density than current 
Android-based tablets that top out 
at 1,280 x 800. Buyers will get 32GB 
of built-in storage with the ability 
to expand. Elsewhere, the tablet in- 
cludes Dolby Mobile 3 support for 
5.1-channel home theater surround 
sound ability, offers up to 10.5 hours 



rated battery life, integrates a micro 
HDMI port, and runs Android 4.0. 

RUMORS PREDICT MICROSOFT 
OFFICE COMING TO THE IPAD 

Microsoft has denied it, but online 
rumors suggested in mid-June that 
the company's applications group was 
working on versions of Office apps 
for Apple's iPad. The New York Times 
reported Microsoft is contemplat- 
ing when to release the apps and at 
what price. Currently, Microsoft only 
makes OneNote available for the iPad. 
Complicating the release of Office 
apps for the iPad is the expected 
Christmas-time release of Windows 
8-based tablets that will run Office 
apps. Microsoft unveiled two such 
apps in mid-June at a Hollywood 
press event in the form of Surface tab- 
lets. Releasing Office apps for the iPad 
could hurt Surface sales, but Microsoft 
would also be potentially foregoing 
considerable sales by bypassing Office 
for the iPad. 
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Apps 




There is a seemingly endless supply of apps available for 
today's popular tablet platforms. In these pages, we have 
selected some of the best tablet apps for business, produc- 
tivity, and travel. You'll find a mix of apps that are new or 
have been recently updated and apps that have stood the 
test of time and received high ratings from users. 



ADOBE PHOTOSHOP TOUCH 

> Android | $9.99 | 49MB 

If you've been waiting for a full- 
featured photo editor for your An- 
droid tablet, then Adobe Photoshop 
Touch (Rel. May 11, 2012) from Adobe 
Systems could be the app for you. 
The Adobe Photoshop Touch gives 
you access to filters, adjustments, 



layers, selection tools, and more 
so you can edit pictures directly 
on your tablet. Adobe also added 
the ability to transfer projects from 
your tablet to Photoshop CS5 or 
higher. And with a free Creative 
Cloud 2GB membership, you will 
have plenty of space for storing high- 
resolution images. 




Adobe Photoshop Touch 

for Android 
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ANDROZIP FILE MANAGER 

> Android | Free | 1.8MB 

We could all use a little help keep- 
ing track of files on our tablets 
and AgileSoft Resource's AndroZip 
File Manager (Rel. June 25, 2012) 
makes managing files easier. You 
can copy files and folders organize 
files into groups for quick access, 
or search for specific files. Install 
AndroZip File Manager on your SD 
card and free up some of your tab- 
let's internal storage. 

DICTAMUS 

>iOS | $19.99 | 10.6MB 

Dictamus (Rel. June 14, 2012), from 
JOTOMI GmbH, gives you access 
to a high-end recorder in the event 
that your laptop or smartphone 
isn't available for the job. Using 
Dictamus, you can record, edit, 
and share voice recordings directly 
from your iPad in MP4, WAV, or 
AIFF format. Dictamus' features 
let you activate recording with 
your voice, delete specific sections 
without affecting the remainder of 
a recording, record for a maximum 
of 24 hours, and more. A free ver- 
sion of the app is available, how- 
ever, it limits your recordings to 
30 seconds. 

DOCUSIGN INK 

>iOS | Free | 5MB 

DocuSign Ink (Rel. May 30, 2012) 
provides a way to sign documents 
on the go. After you download the 
app, people can send you docu- 
ments via email, Dropbox, or other 
services and you can sign them 
directly from your iPad. The app 
is compatible with Microsoft Of- 
fice documents, PDFs, and many 
other file types. And instead of 
writing your signature over and 
over again, you can simple click 
and drag it into document and 
then resize it to fit the signature 
line's parameters. 



DOLPHIN BROWSER FOR IPAD 

>iOS | Free | 5.5MB 

Look to Dolphin Browser for iPad 
(Rel. June 14, 2012) from Mobo- 
Tap if you want an alternative to 
the Safari Web browser. Dolphin 
Browser features quick access to 
your bookmarks, Dolphin SideBars 
for simpler Web navigation, and 
a Speed Dial feature for getting to 
your favorite websites even faster. 
The app provides a Webzine fea- 
ture that lets you view news sites, 
blogs, and other websites without 
interruptions from advertisements. 
MoboTab recently added new fea- 
tures, as well, that let users save 
passwords and automatically fill in 
information on forms. 

FLOATNSPLIT TABLET 
KEYBOARD 

> Android | Free | 6.3MB 

A.I. type's FloatNSplit Tablet Key- 
board (Rel. April 16, 2012) puts a 
new twist on the traditional touch- 
screen keyboard. This app lets you 
split your on-screen keyboard into 
two separate parts. The keyboard 
appears to float above the screen, 
so you can move the two parts any- 
where around the screen. The 
keyboard takes up less space than 
most touchscreen keyboards, sup- 
ports more than 35 languages, and 
is customizable to fit nearly any 
tablet's design scheme. This free 
version of the app includes trial 
versions of text prediction, auto- 
completion, and auto-spell correc- 
tion features. 

MILLITALK 

>iOS | Free | 15.4MB 

Millicorp. corn's MilliTalk (Rel. 
June 19, 2012) is a tablet-based 
phone service application that lets 
you make domestic or international 
calls from anywhere via a Wi-Fi 
or 3G network. The app also fea- 
tures visual voicemail should you 




Omnifocus For iPad 

for iOS 
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miss a call. Calls between MilliTalk 
users are free; however, you'll 
need to buy credits or sign up for 
the $39.99 per year contract (these 
options are available as in-app 
purchases to make calls to regular 
phone numbers). 

OMNIFOCUS FOR IPAD 

>iOS | $19.99 | 15MB 

It's difficult to get things done 
if you don't have a reliable way 
of tracking your tasks. The Omni 
Group's OmniFocus For iPad (Rel. 
June 5, 2012) is a full-featured task 
management app that lets you 
organize tasks into folders, break 
them down into smaller steps, and 
much more. You can keep track of 
due dates, rank tasks in order of 
importance, and look plan for the 
upcoming week with a task-based 
calendar. You can also add photos 
and audio notes to tasks so you 
have all the necessary components 
to complete the tasks on time. 

00V00 VIDEO CALL 

> Android | Free | 8.6MB 

When you need to chat face-to- 
face with numerous colleagues 
or clients at the same time then 
ooVoo Video Call (Rel. May 31, 
2012) from ooVoo provides a free 
way to do so. This app lets you 
make cross-platform video calls to 
Android, Mac, PC, and iPhone de- 
vices in HD, whether it's one-on- 
one or with 11 other participants. 
Calls between ooVoo users are 
free. You can make calls to mobile 
and landline phones using ooVoo, 
as well, but note that you'll need 
to purchase ooVoo credits to use 
this feature. 

PRINTER PRO 

>iOS | $6.99 | 17.1MB 

With tablets becoming the go-to 
devices for many businesspeople, 
it's important that you can print 



from them whenever possible. 
Readdle's Printer Pro (Rel. April 
13, 2012) gives users an inex- 
pensive way to print their docu- 
ments, photos, email messages, 
Web pages, and more from certain 
native and non-native iPad apps. 
You will need to download the 
Printer Pro app to your iPad and 
the Printer Pro Desktop app to 
your computer before you can 
print from any attached printer . 

SLIDESHARK 

>iOS | Free | 17MB 

Viewing PowerPoint presenta- 
tions on mobile devices is often 
hit or miss, but with Brainshark's 
SlideShark (Rel. June 11, 2012) you 
can show off slides, with all of 
their graphics, animations, and de- 
signs, without sacrificing anything. 
The app lets you swipe through 
apps, tap buttons and links, and 
even change the order of slides on 
the fly. Connect your iPad to a TV 
and you can also view your pre- 
sentations on the larger display. 
You will need to register as a 
SlideShark user before you can 
benefit from this app. Users can 
upgrade to SlideShark Plus for ad- 
ditional storage capacity, or they 
can enable multiple users to ac- 
cess a presentation via SlideShark 
Team Edition. 

TRENDSLIDE 

>iOS | Free | 2.9MB 

Keeping track of business trends 
is the best way to ensure that your 
company remains successful for 
years to come. Trendslide (Rel. May 
29, 2012) from Trendslide LLC pulls 
together a variety of information, 
including present and historical 
trends, to help you make informed 
business decisions. You can im- 
port and manage the data trends 
necessary to give your business a 
distinct edge. 
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Smartphone Updates 

With all of the things smartphones can do, it's no wonder that manufacturers 
and wireless carriers are releasing a continuous stream of updates and enhance- 
ments. To help you keep up with the changes, we provide you with a rundown 
of some of the latest smartphone platform and carrier updates. 




APPLE DEBUTS I0S 6; 
USHERS GOOGLE MAPS OUT 

Apple is expected to release iOS 6 this 
fall, and the OS will reportedly include 
more than 200 new features. Among 
them will be Siri's ability to use voice 
commands to launch apps; update 
Facebook and Twitter accounts; and 
obtain sports, restaurant, and movie in- 
formation. Built-in Facebook integra- 
tion, meanwhile, will permit usage 
from enabled apps (Photos, Safari, and 
Maps), Siri, and the Notification Center 
while also supporting automatic up- 
dating of Contacts and Calendar with 
friends' information. A new Passbook 
app will put digital boarding passes, 
event tickets, coupons, and more in 
one location while also providing alerts 
for airport gate changes and flight 



delays. Elsewhere, iPhone users will 
be able to quickly view messages from 
designated VIPs, enact a Do Not Dis- 
turb option, and more. Also noteworthy 
is Apple's new Maps, which will fea- 
ture vector-based map elements, Siri 
integration, real-time traffic data, turn- 
by-turn navigation with speech, and a 
3D-flavored interactive Flyover feature. 

VERIZON WIRELESS 
ENCOURAGES USERS 
TO SHARE EVERYTHING 

Verizon Wireless announced its 
Share Everything plan which, accord- 
ing to many pundits, will set the stan- 
dard by which other carriers will 
charge users. The plan provides new 
and existing customers "unlimited 
voice minutes, unlimited text, video and 



picture messaging, and a single data 
allowance for up to 10 Verizon Wireless 
devices" with no fee or contract exten- 
sion. Mobile Hotspot service is also in- 
cluded. Users will pay a flat fee for each 
connected device, as well as a monthly 
shared data allotment starting at $50 
for 1GB. Current customers with un- 
limited data plans aren't required to 
switch plans but will have to pay full 
retail price for phone upgrades. 

SPRINT ANNOUNCES END OF 
IDEN NETWORK SERVICE 

Sprint is in the process of transi- 
tioning business and government 
customers using its 2G iDEN Nextel 
National Network to the new Sprint 
Direct Connect service, which is a push- 
to-talk service that includes broadband 
data capabilities. Push-to-talk func- 
tionality on the iDEN Nextel National 
Network will cease "as early as June 30, 
2013," Sprint stated, as part of its nation- 
wide Network Vision plan. 

SAMSUNG GALAXY S III 
HITS U.S. SHORES 

Samsung's much anticipated Galaxy 
S III smartphone is now shipping in the 
U.S. The devices include Android 4.0 
(aka Ice Cream Sandwich), an 8MP rear- 
facing camera, 4.8-inch Super AMOLED 
(1,280 x 720) display, and a bevy of 
functions that let you share presenta- 
tions and documents with groups and 
transfer files between two Galaxy S Ills 
just by touch their backs together. The 
16GB Galaxy S III starts at $199.99 with 
a two-year contract, and the 32GB ver- 
sion starts at $249.99 with two-year con- 
tract; check with your carrier for specific 
pricing details. 
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Top 

Smartphone 

Apps 



Choosing an app that fits your needs can be an over- 
whelming task as the number of available apps increases 
daily. We browsed a variety of websites and selected some 
of the best applications for business, finance, productivity, 
and travel. In the pages that follow, we highlight a mix of 
those that are new or recently updated. 




Apps Lock Pro 

for BlackBerry 



AMAZON CLOUD PLAYER 

> iOS | Free | 3.6MB 

Amazon.com's Amazon Cloud Player 
(Rel. June 12, 2012) enables listening to 
the music you keep in Amazon.com's 
cloud storage on your iPhone (or iPod 
touch or iPad) from anywhere. In addi- 
tion to streaming music or downloading 
music locally to your device for offline 
listening, you can listen to the tracks 
already stored on your device, as well. 
Usage requires uploading iTunes and 
other music from your computer to 
Amazon Cloud Player. 

APPS LOCK PRO 

> BlackBerry | $1.99 | 799KB 

For users who want to password-pro- 
tect specific apps on their BlackBerry 



devices, Apps Lock Pro (Rel. March 
30, 2012) from AppsForBB.com LLP 
supports that ability. The app also lets 
you lock and unlock SMS and MMS 
messages, call logs, address books, 
calendars, and more all via a user in- 
terface that is described as simple to 
use. Locking abilities for apps includes 
native and third-party programs and 
apps installed on phone memory. 

CLIENT BOOK 

> iOS | $2.99 | 0.9MB 

Client Book (Rel. June 7, 2012) from 
Diamond Profile offers various tools to 
help keep client information organized 
through the use of such categories as 
Special Order, Wish List, and Follow 
Up. You can also attach photos and full 
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descriptions to items to help you re- 
member a customer's wants and needs. 
Other features include an Email All 
ability, To Do lists, Hot and Cold Lead 
sections, security control, tag manage- 
ment, and client and lead notes. 

DROPBOX 

> Android | Free | Size Varies 

Online storage and sharing service 
Dropbox adds video streaming with 
this version (Rel. June 11, 2012) for 
Android devices. Dropbox subscribers 
with devices running Android 4.0 can 
view shared videos saved in a Dropbox 
account without having to download 
videos first. Dropbox also recently re- 
leased an iOS app update that enables 
automatic uploads of photos and video 
from iOS devices via Wi-Fi or cellular 
connection. The update also includes 
3GB free space doled out in 500MB in- 
crements for uploading photos. 

HIREVUE 

> iOS | Free | 1.9MB 

HireVue (Rel. Feb. 28, 2012) puts a 
new twist on the traditional interview 
process. The app lets hirers conduct 
interviews on demand via mobile de- 
vices anywhere an Internet connection 
is available. Companies can use the 
HireVue service to enable job candi- 
dates to respond to jobs by answering 
multiple question, essay, and video 
questions on their mobile devices. Re- 
cruiters and hirers can then play, rate, 
and share the responses, as well as ac- 
cess analytics and other tools. 

INSTAPAPER 

> Android | $2.99 | 3.3MB 

One of the most popular reading apps 
for iOS devices has made its way to 
Android smartphones (and tablets). 
Instapaper (Rel. June 13, 2012) from 
Mobelux lets you save as many as 500 
blog posts, magazine and newspaper 
articles, and other Web pages while 
browsing and read them later offline. 
In addition to optimizing Web pages 



for smaller screens, the app supports 
adjusting fonts and text sizes, creating 
folders, a Dark Mode for night reading, 
and sharing. 

MOBISAFE-PHOTO & 
RECORDING PRIVACY SAFE 

> iOS | $2.99 | 11.1MB 

Trustmobi's MobiSafe-Photo & Record- 
ing Privacy Safe (Rel. May 24, 2012) pro- 
vides space for saving photos, sound 
recordings, and text-based notes in a 
password-protected vault on an iOS de- 
vice. In addition to creating personal- 
ized folders, users can configure the app 
to load photos, recordings, and notes 
directly to the vault and not the general 
device's library. The app also provides a 
password hint; you can create one pre- 
tend passcode to pass along to anyone 
who asks for your passcode. 

PHOTO STUDIO 

> BlackBerry | Free | 4.179MB 

This app (Rel. June 4, 2012) from 
KVADGroup comes in free and Pro 
($3.99) versions and provides amateur 
and professional photographers various 
imaging processing tools for BlackBerry 
devices. Features include direct sharing 
from the device via BBM and social 
network sites, editing tools (brightness, 
contrast, hue, etc.), 115 effects grouped 
in categories, digital frames, and a Color 
Splash editor. The Pro version adds ef- 
fects, frames, and other features. 
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QUICK SIGNATURE-MULTIPLE 
EMAIL SIGNATURES 

> iOS | $1.99 | 0.7MB 

Quick Signature-Multiple Email Signa- 
tures (Rel. June 11, 2012) from Julian 
Yap lets users store an unlimited 
amount of email signatures in various 
categories. Other features include using 
smart gestures to access common tasks, 
composing email in landscape mode, 
double-tapping a signature to compose 
a message, and saving commonly used 
words and phrases for quick insertion 
into messages. 

REPLIGO PDF READER 

> Android | $1.99 | 1.5MB 

If you're looking for a way to not only 
view but annotate PDF files on the go, 
consider RepliGo PDF Reader (Rel. June 
1, 2012) from Cerience. The app lets you 
read, highlight, and add sticky notes 
to PDF files saved to your Android 
smartphone. You can also use the app 
to underline or cross out existing text, 
or to add your own freehand drawings 
or text boxes. Among the app's many 
other features are password protection, 
easy navigation, and zoom. 

SALES ON GO 

> BlackBerry | Free | 937KB 

Spice's Sales On Go (June 2, 2012) pro- 
vides a standalone app for storing and 
accessing data for managing multiple 
sales orders, customer details, payment 
collections, and deliveries. Users can 
sync the data to a network cloud server, 
as well as back up data from the cloud 
to the device. 

SQUARE CARD READER 

> iOS | Free | 14.7MB 

Also available for Android de- 
vices, Square Card Reader (May 15, 
2012) works with the company's 
free Square Card Reader accessory. 
Plug the Card Reader into an iPhone 
and you can start accepting credit 
card payments (2.75% paid per 
swipe charge for American Express, 



Discover, MasterCard, and Visa) on 
the device with no contracts, monthly 
fees, or merchant accounts required. 
Square claims the Card Reader meets 
all industry-standard security prac- 
tices and payments are deposited di- 
rectly into your bank account. 

TALENTOPOLY 

> BlackBerry | Free | 37KB 

Chris Brulak's Talentopoly app (Rel. 
March 22, 2012) grants access to read 
the topics users at Talentopoly.com 
have posted on the site, which is de- 
scribed as a "community of program- 
mers, designers, and IT professionals 
staying current by sharing the best of 
what they discover online." The app, 
however, has no official relationship 
with the site. 

TRACKY 

> iOS | Free | 0.7MB 

Tracky (Rel. June 4, 2012) is described 
as a "social collaboration platform that 
bridges the gap between your personal 
and professional circles" to get stuff 
done. Essentially, the service and app 
lets you work with friends, colleagues, 
and others to complete to-dos that are 
part of larger projects. Group mem- 
bers can access, create, and check off 
assignments, known as "tracks," on the 
iPhone, access groups and people fol- 
lowing them, leave messages, and find 
local groups. 
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YOUR 
PHONE, 
YOUR 
WAY 



ANDROID 

> Adjust Your Phone Lock Wait Time 

Once you set up Android's built-in 
locking system, you must enter a pass- 
word, PIN, or pattern to gain access to 
your phone. This is a great security fea- 
ture, especially for absent-minded mo- 
bile individuals who occasionally lose 
track of their phone. But it can also be 
a nuisance, especially if you use your 
phone often. Being required to enter a 
passcode every time you want to use 
your phone can quickly get old. 

Some Android phones offer the op- 
tion to set a timeout period that must 
elapse before the phone lock feature 
kicks in. This can be an acceptable com- 
promise between locking right away 
and not locking at all. To set the phone 
lock timeout, go to Settings, Security, 
Lock Phone. If your phone has this 
feature, you will see an option for set- 
ting the lockout time period. Select a 
time period that will let you use the 
phone freely, but will lock the phone 
before someone can pick it up and use it 
should you accidentally leave it behind. 
Try 5 minutes to start, and then adjust 
the time if that's too short or too long. 



> Use Your Android Phone 
As A USB Storage Device 

Android phones have a built-in capa- 
bility to serve as storage devices. You 
can drag files between your PC and 
your phone, which makes loading 
up your phone with music, photos, 
and other documents an easy pro- 
cess. But before you can start trans- 
ferring files, you need to turn on the 
USB storage mode on your Android 
phone. The process can vary slightly, 
but these instructions should be gen- 
eral enough to work for most models. 

Connect your smartphone to your 
PC with a USB cable or adapter. Power 
up your phone and slide the notification 
drawer down. Tap "USB connected: 
Select to copy files." Select "Turn On 
USB Storage" and then tap OK. 

If an AutoPlay dialog box opens 
on your PC, click the option to open 
the folder or device. If the AutoPlay 
dialog box doesn't open on your PC, 
select Start, Computer, and locate 
your smartphone in the list of devices 
attached to your PC. Double-click 



>■ Keep Your Screen ***** -n 

From Auto Rotating 

Most of us have a love /hate relationship 
with a particular feature of newer smart- 
phones and tablets: the ability of the phone 
or tablet to automatically change screen ori- 
entation when we rotate the device. The 
problem is that most devices are just a little 
too sensitive, and change orientation in re- 
sponse to the slightest tilt or movement. 

You can lock the display orientation with 
a few taps. Select Device Settings, and then 
scroll to select Display. Remove the check 
mark from the orientation item that says, 
"Switch orientation automatically when 
rotating phone." 

For most Android phones, this process 
will lock the display in portrait mode. If 

you would prefer to lock the phone in landscape orientation, you 
will have to install a third-party app to add this capability. 
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Some smartphones are so 
sensitive that they switch be- 
tween portrait and landscape 
orientation at the slightest 
movement. Fortunately, 
there's a lock for that. 
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>* Use Your BlackBerry 

As An Emergency Flashlight 



It all started when a developer noticed that it was possible to turn on (and 
leave on) the LED BlackBerrys use as the flash for the built-in camera. 
Ever since then, developers have been offering flashlight apps for the 
BlackBerry. While we have nothing against 
developers, we sometimes scratch our 
heads at what people will pay for. Instead 
of downloading a third-party app to turn 
on your BlackBerry's flash, simply launch 
your BlackBerry's video camera app and 
tap the space bar. The LED will turn on. 
As a side benefit, you're also recording 
everything the camera sees. You can cap- 
ture video of your daring escape from 
the office after the power went out in the 
middle of a thunderstorm, if you like. 



Who knew the BlackBerry could serve as a 
flashlight in a pinch? If the lights go out, launch 
your BlackBerry's video camera app, tap the 
space bar, and the flash will turn on. 




the smartphone device to access the 
phone's list of storage locations. Drag 
and drop the desired files between 
your PC and your phone. When 
you're finished, press Stop on the 
phone to turn off USB storage mode. 

> Set Or Change Default Apps 

The Android OS allows you to set de- 
fault apps for just about everything. 
Have a favorite browser and mes- 
saging client? No problem. Android 
will be happy to use them as the de- 
fault applications. Likewise, if you're 
tired of the email app you installed 
and you want to try another, you can 
do it without removing the first app by 
changing the "use as default" settings. 

Select Menu, Settings, Applications, 
Manage Applications. Scroll through 
the list of applications and select the 
app you wish to deselect as the default. 
In the Application Info section that 
opens, scroll down and tap the Clear 
Defaults button. 

The next time you use another app, 
or perform an action that requires an 
app to open where no default is set, 
Android will ask if you wish to use 
the app as the default. 

BLACKBERRY 

> Control Roaming Costs 

Roaming, the ability of a phone to stay 
connected even when you're outside 
of the service area offered by your 
mobile provider, is a handy option 
but it can also be an expensive one. In 
many cases, roaming can incur addi- 
tional costs, especially if you use data 
services when you're outside of your 
carrier's coverage area. 

You can control the services that are 
available when you're roaming, and 
either have your BlackBerry turn data 
services off automatically or ask you 
what to do when you start roaming. 

From your BlackBerry's Home 
screen, select Manage Connections. 
Select Networks And Connections, 
and then select Mobile Network. In the 
While Roaming field, turn data services 
on or off. If you want your phone to ask 
you what to do when you start roaming, 



select the Prompt option in the While 
Roaming field. Press the Menu key, and 
select Close to save your settings. 

ios 

>* Use Custom Vibrations 
To Identify Callers 

Setting your iPhone to vibrate is the 
considerate thing to do when you're 
in an environment where ringtones 
would be distracting or disruptive. 
But in doing so, you lose any unique 
ringtones you may have set up to 
identify certain callers. 

That doesn't have to be the case. 
Your iPhone allows you to set up 
custom vibration patterns keyed to 
your contact list. To turn on this fea- 
ture, open Settings and tap General. 
Scroll down and select Accessibility. 
Scroll down and tap to turn on Custom 
Vibrations. With Custom Vibrations 
enabled, you can turn to your Contacts 
app to set the vibration pattern to use 
for selected individuals. 

Locate an individual in the Contacts 
app. Tap the Edit button and scroll 



until you see Vibrations. You will find 
a list of standard vibrations you can 
assign by tapping them. You can also 
create a new vibration pattern by tap- 
ping Create New Vibration. To record 
your new vibration, simply start tap- 
ping the iPhone's screen with the pat- 
tern you want to use. When you're 
happy with the pattern, tap the Stop 
button. You'll be asked to give the new 
pattern a name. Once it has a name, 
the pattern will be added to the list of 
available vibrations and automatically 
assigned to the individual you were 
editing. You can repeat this process for 
any additional contacts for whom you 
want to assign custom vibrations. 

Link Email Addresses To iMessages 

The new messaging app included with 
iOS 5, iMessages, has a lot to offer. It 
works with any iOS 5 device, including 
the iPad and iPod touch. It also lets you 
send text, pictures, and videos without 
affecting your carrier's messaging plan; 
that's a big plus. But an even better fea- 
ture is the ability to link multiple email 
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addresses to your iMessages account. 
By linking all of your email addresses, 
you ensure that an iMessage that's 
sent to you will find you, no matter 
what iOS 5 or later device or Mac (OS 
X Mountain Lion required) you're cur- 
rently using. 

To set up iMessage email linking, 
perform the following steps on your de- 
vice. Open the Settings app. Scroll down 
and tap Messages. Scroll down and tap 
the Receive At item. Enter the email ad- 
dresses you want to receive iMessages. 
The Receive At feature allows any iMes- 
sage sent to any of the linked email ad- 
dresses to be received by all of them. For 
example, an iMessage sent to your work 
email account will also be sent to your 
iPhone and iPad email accounts. 

Once you enter linked email ac- 
counts, Apple will send confirmation 
emails to each one, to ensure that you 
are the owner of the account and to ask 
you to authorize the sending of iMes- 
sages to the account. 

>* Stream Music From Your 
Computer To Your iPhone 

Your iPhone is a great communica- 
tion tool for you and your business, 



V Use Custom Vibrations 
To Identify Callers 



i 
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Setting your iPhone to 
vibrate doesn't mean 
you'll never know 
who's calling. If you 
enable Custom Vibra- 
tions, you can set the 
vibration pattern to 
use for select friends 
and colleagues. 



but that doesn't mean it's all work 
and no play. In your downtime, an 
iPhone makes a great iPod, letting 
you listen to music and podcasts, and 
even watch videos. 

The downside is using the valu- 
able and limited storage space on your 



iPhone to hold your media library. 
But there is another way, at least for 
when you're at home. If you're using 
iTunes 10.2 or later, and your iPhone 
is using iOS 4.3 or later, you can use 
Home Sharing to stream 
all of your iTunes con- 
tent to your iPhone (and 
other iOS devices) using 
your home's Wi-Fi con- 
nection. Because you're 
streaming the media, 
you're not using up pre- 
cious storage space on 
your iPhone. 

To Turn on Home 
Sharing, launch iTunes 
on your Mac or PC. 
From the Advanced 
menu, select Turn on 
Home Sharing. Enter 
your Apple ID when 
asked, and then click 
the Create Home Share 
button. 

On your phone, open the Settings 
app and select iPod. Scroll down to 
the Home Sharing section. Enter the 
same Apple ID you used for enabling 
Home Sharing in iTunes. Tap OK. 

Return to the Home 
screen and launch 
the iPod app. Tap 
More Options. Select 
Shared, and then 
choose the shared 
library you wish to 
access. From there, 
use the iPod app the 
way you always do. 
Whenever you se- 
lect content from 
the shared library, 
it will be streamed 
to your iPhone from 
the iTunes library on 
your Mac, using your 
home's Wi-Fi connection. 

WINDOWS PHONE 7 

> 720p Mode, All The Time 

When you use a Windows Phone 
7 smartphone's video camera, you 
don't always have to manually 



change the video resolution to 720p 
from the default setting. You can ac- 
tually change the default. 

Launch the camera app. Switch to 
Video mode. Tap the Settings button. 



V Conserve Battery 
Power Automatically 



With the Mango 
update, Windows 
Phone 7 gained a bet- 
ter battery manage- 
ment system. You 
can choose whether 
Windows 7 should 
automatically enter 
battery saver mode 
whenever battery 
power gets low, or 
check with you first. 




Scroll down to the resolution list and 
tap 720p. Scroll back to the top of the 
resolution list and tap Save Setting. 
The next time you start capturing 
video on your Windows Phone 7 
camera, it will already be set to 720p. 

> Conserve Battery 
Power Automatically 

In the Mango update for Windows 
Phone 7, Microsoft added a better bat- 
tery management system. Whenever 
your battery gets low, you'll be asked 
if you want to enter a special battery 
saver mode. 

But what if you don't see the mes- 
sage? That's OK, because you can 
configure your Windows Phone 7 
to always enter battery saver mode, 
without asking you each time. Select 
Start, Settings. Select Battery Save. 
Place a checkmark in the "Always 
turn on battery save when battery is 
low" box. 

Whenever your battery meter gets 
down to the last bar, your phone will 
stop automatically checking for email, 
stop updating live tiles, and disable 
background apps. 
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DBEST DOUBLES UP ON BLUETOOTH 

>■ Sometimes, slipping on a pair of headphones or in- 
serting earbuds to listen to audio from a portable media 
device isn't so enticing. Enter London-based DBESTs 
Duo Bluetooth Rechargeable Mini Speaker Set ($69.99; 
www.dbest.co.uk ), a pair of billiard ball-sized (1.7 inch 
high x 2.36 inches deep) wireless speakers users can 
tote just about any place without much effort. At 
just 4.7 ounces, the speakers work with smart- 
phones, notebooks, and PMPs; offer 2.1+EDR 
Bluetooth support; and pack a 3.5mm audio 
jack for good measure. The speaker's inte- 
grated 600mAH Li-poly battery, meanwhile, 
fully charges via USB port in three to four 
hours, providing 20 hours of continuous wire- 
less playback. If using the line input jack, ex- 
pect 40 hours playback time. Aesthetically, the 
speakers sport rubberized black, red, or glossy 
white finishes. For travel purposes the speakers 
feature magnetic joining bases, and DBEST sup- 
plies a deluxe travel pouch. 






GRACE DIGITAL AUDIO TAKES A DIP WITH EC0XPR0 

> Some people are up for an adventure wherever it may take them, 
be it a mountain top, dip in the ocean, or all points extreme in be- 
tween. Wouldn't it be nice if you could take your music with you 
wherever the altitude or water took you? With Grace Digital Audio's 
Ecoxpro Waterproof Speaker Case ($79.99; www.ecoxgear.com/ecoxpro) 
you can. A member of the Ecoxgear line, the Ecoxpro integrates a 
3-inch speaker and is compatible with Android, Apple, BlackBerry, 
Windows, and other portable devices. It's also suitable for storing 
credit cards, a driver's license, and other valuables that you can keep 
on your person thanks to an included carabiner clip. Beyond being 
waterproof, the Ecoxpro is submersible up to 10 feet, floats on water, 
withstands impacts and drops up to six feet, and integrates a water 
pressure release valve for high-altitude usage. As an alternative to 
the speaker (three AAA batteries required), the Ecoxpro provides a 
patented waterproof headphone jack for use with headphones, in- 
cluding Ecoxgear's optional waterproof Ecoxbuds ($39.99). 
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B&O'S BEOPLAY A3 

TAKES A THREE-POINT STANCE 

> The BeoPlay A3 from the Danish outfit B&O Play ($549; www 
.beoplay.com ) is literally a triple threat where iPad accessories 
are concerned. In addition to serving as a stand for an iPad, 
the multifaceted BeoPlay includes a built-in 2.1 -channel stereo 
speaker system that manages to give the iPad's audio output a 
boost. Further, its Adaptive Stereo Orientation feature can deter- 
mine your iPad's orientation (landscape or portrait) to "activate 
the relevant speakers accordingly" and output ideal-sounding 
audio. The multifaceted accessory, constructed of protective PC 
ABS plastic with an aluminum frame, provides a charge to your 
docked iPad (a power adapter is included) and also has an in- 
tegrated battery. The battery provides five hours play time and 
charges itself and your iPad when connected to the mains. 






I-ON IB-21 BATTERY STATION 

> Every so often, you may experience a crazy workday when the 
call of duty keeps you putting out fires hour after hour. This can 
do wonders for your reputation with customers, but in reality it 
can also wreak havoc on your smartphone's battery. For those 
days when taking the time to stop and recharge your smart- 
phone's battery isn't convenient, it pays to have i-ON's Station 
iB-21 ($69.99; i~on~usa.com ) on hand. Upon plugging the recharge- 
able 3500mAh battery directly to an iPod, iPod touch, or iPhone 
(all generations), the iB-21 (4.5 x 2.3 x 0.5 inches [HxWxD]) ex- 
tends the device's battery life by 200%. Further, i-ON says you'll 
experience 2X faster charging time with the battery station vs. 
charging an Apple device via regular USB (500mAh) charger. 
Further, i-ON indicates that users can also use the iB-21 to charge 
other USB devices. 



INFINITEC PUTS A SMART TV IN YOUR POCKET 

> From the product breeding ground that is Kickstarter comes the 
Infinitec Pocket TV ( www.infinitec.com ), a USB dongle-looking de- 
vice that runs Android 4.0 and packs a 1GHz Cortex A9 processor, 
USB 2.0 port, 4GB internal storage, and microSD card slot (up to 
32GB cards supported). The end result is essentially a pocket-sized 
device with an HDMI connector that transforms an ordinary TV 
set into a "Smart TV" similar to an Android computer. Using the 
Pocket TV's Mali-400MP GPU and Wi-Fi support, you can stream 
video (YouTube, Netflix, etc.) at up to 1080p; stream music from 
a computer or home network drive; access social network ac- 
counts; grab apps from Google Play; use Google Maps; and more. 
The Pocket TV's USB port, meanwhile, enables attaching a Web 
camera for video calls, wireless input devices, external hard drive, 
and so on. Business-wise, you can insert the Pocket TV into a pro- 
jector to run a presentation from a Dropbox account or SD Card. 
October availability is expected at a still undisclosed price. With 
each Pocket TV, Infinitec will include a basic RF remote or (for 
Kickstarter backers who pay extra) an advanced Air Remote that 
operates similar to a Wii remote. 
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TOO MANY 




******** Simplify & Secure Your Digital Life 



In the past couple of years, 
attacks on Yahoo!, Linkedln, 
and Gawker resulted in 
hackers gaining access to 
millions of passwords. The 
incidents have heightened 
awareness for the impor- 
tance of using strong passwords, as 
these and other websites have advised 
users to change their passwords to 
something different (at least) or some- 
thing difficult-to-guess and even po- 
tentially unique (even better). So you 
may be wondering: What separates a 
good password from a bad one? And 
how, if you heed the warnings about 
not using the same password for mul- 
tiple websites, do you keep track of all 
the passwords you create? 

BEST PRACTICES 

A password can't be a simple word, 
because hackers typically have soft- 
ware that can attempt up to thou- 
sands of dictionary combinations. 
And because some websites require 



a number in the password, the auto- 
matic hacking tools typically add a 
single digit behind the common words 
and phrases. Thus, a password such as 
"home5" isn't any more secure than 
"home." Other unwise choices include 
passwords that involve personal infor- 
mation that a hacker or someone with 
personal knowledge of you could have 
access to. For example, a last name, a 
partner's first name, a child's name, or 
a number combination that involves 
the birthday of yourself or a loved one 
is not advisable. 

The best password would be a 
random combination of uppercase 
and lowercase letters and numbers. 
The longer the string, the harder the 
password will be to crack. The down- 
side is that the random assortment 
of characters isn't easy to remember, 
so a long set of mixed characters 
isn't really practical. Fortunately, 
there are a few easy tips for creating 
complex passwords that are memo- 
rable. One common method is to use 



the first letters of a favorite phrase 
or lyric. For instance, "I pledge alle- 
giance to the flag of the United States 
of America, and to the Republic 
for which it stands" could become 
// Ipa2fotUSAattRfwis." In this ex- 
ample, we mixed the uppercase and 
lowercase letters by capitalizing the 
letter for Republic. The key is that 
the phrase be easily remembered and 
that it fit within the prescribed pass- 
word size and requirements. 

WHY YOU SHOULDN'T 
REPEAT PASSWORDS 

Another issue that often comes to 
light following major website attacks 
is that many users choose to use the 
identical password for multiple sites. 
We know that it's tough to remember all 
the different passwords, or even which 
passwords correlate with a given Web 
service. And storing the passwords 
somewhere — whether on a sticky note 
or a spreadsheet on your PC — isn't ad- 
visable because anyone who has access 
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to your computer could also make off 
with your passwords. 

To protect yourself, you could keep a 
list of your usernames and passwords in 
an encrypted file on your PC or smart- 
phone. However, if your computer 
crashes or you lose your phone, you 
risk losing that list. In that case, your 
only remedy would be to contact an 



secure login information when you ac- 
cess that site. Not only does this method 
reduce the burden of remembering the 
credentials, but it also is a deterrent to 
hackers who may use keyloggers in the 
hopes of gaining knowledge about your 
usernames and passwords. 

Password manager programs are 
also beneficial because the one-click 




Mobile device users can also down- 
load password management apps. 
Some apps work in conjunction with an 
online service, but in general such apps 
will at least provide a PIN- or pass- 
word-protected space on your smart- 
phone or tablet for securely storing 
passwords and other vital information. 

THE DRAWBACKS OF 
PASSWORD MANAGERS 

Because you probably won't be 
physically typing in passwords very 
often, it's much easier to forget your 
usernames and passwords. And if you 
need to get into your accounts from 
several computers, it may take extra 
time to do so through an online pass- 
word manager utility. You may also 
run into issues if you use an offline 
password manager and need to access 
your passwords on a different PC, such 
as one at a hotel or at work. 



administrator of each Web service to 
retrieve your passwords. Some people 
have turned to password manager tools 
to keep track of their many usernames 
and passwords for sites. 

PASSWORD MANAGERS 

When using a password manager, 
you only have one master password to 
remember, and it becomes your key to 
unlocking the credential storing soft- 
ware. Password manager utilities are 
available in standalone (offline) and 
Web utility (online) options. Although 
password manager features vary, the 
programs typically work the same. You 
need to first create an account, which 
you secure behind a master password, 
and then you save all your usernames 
and passwords into the program. The 
software encrypts your data, so only in- 
dividuals with the master password can 
access the files. 

After you add a username and pass- 
word for a specific website, the manager 
program will automatically enter your 



logon will save you time when log- 
ging in to websites. Another plus is 
that many of these programs support 
a variety of popular Web browsers, 
including Microsoft Internet Explorer, 
Mozilla Firefox, and Google Chrome. 

KEY PASSWORD 
MANAGER FEATURES 

Some password managers feature 
random password generators that are 
ideal for creating highly secure pass- 
words. Once the program generates a 
password, it saves and links it to the 
website and username you prefer so 
you never need to remember 
the complex sequence. Another 
popular feature is automatic form 
fill, where the password manager 
enters your saved personal infor- 
mation (such as name, address, 
phone number, or credit card 
number) into Web forms. As with 
automatic password fill-in, auto- 
matic form fill can deter keylog- 
gers from stealing your data. 



» Just Encrypt It 

If you decide to create a password 
list and encrypt it on a hard drive 
or portable USB drive, whatever 
you lose in having to jump through 
a few hoops, you gain in the ability 
to encrypt and store all kinds of 
files. TrueCrypt ( www.truecrypt 
.org ) offers free, open-source 
encryption software (donation 
requested) that you can use for 
passwords or anything else you 
want to keep safe. Simply down- 
load the software, create a secure 
container on the drive of your 
choice, encrypt it with a strong 
password, and you're all set. 




TrueCrypt Volume Creation Wizard 
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Resolving remote 
network issues 
often goes beyond 
common fixes 

you may have used to fix your Internet 
connection. Fortunately, you can quickly 
eliminate a number of possibilities using a 
CLI (command-line interface; a text-based 
command window that is a holdover from the 
early days of computing), which is still 
available in Windows XP/Vista/7. 




Sit: 



Solve Remote 
Network Connection 
Problems 



All these suggestions assume that 
the network is up and operating. It 
also assumes you are connected to 
the Internet. Before you proceed, you 
will need to know how to open the 
CLI window. In WinXP, click Start, se- 
lect Run, type CMD in the Open field, 
and press ENTER. In Vista/Win7, 
click the Start button and type CMD 
into the Start Search field, and then 
click the CMD icon that appears in 
the results. 

PING IT 

All Internet or network hosts, 
computers, routers, and numerous 



other Internet-enabled devices use 
an IP address (which is a string of 
four groups of numbers separat- 
ed by periods, such as 233.122.0.2) 
to uniquely identify themselves. 
You may have used this number to 
access a network login. This can 
also be a Web address (called a host 
name) or DNS name to access a login. 
IP addresses and DNS names are in- 
terchangeable. With either, a ping 
command can determine whether 
the computer and network can ex- 
change basic data. 

From the command line window, 
type ping followed by a space and the 



IP address or DNS name (examples 
would be ping 167.154.16.27 or ping 
www.corporatenetwork.com). Press 
ENTER. If you see a time-out message, 
wait a few seconds. A time-out alert 
appears if the reply takes longer than 
a second. 

If the response indicates that the 
data packets were sent and received, 
then your computer is exchanging data 
with the network address. You can skip 
to "Get Connected" to set up a dedicated 
connection and edit settings. If youVe 
been accessing the site via a Web ad- 
dress, go to the "Look It Up" section 
before heading to "Get Connected." 



Key 
Points 



If you can send data packets but 
none are returned, it generally 
means the network is refusing to 
acknowledge your request. 



Obtaining the DNS name and IP address 
and comparing access times between the 
two can determine whether Windows is 
experiencing DNS resolution issues. 



The point at which a route trace 
hangs can help you determine 
where your request for network 
attention is being disrupted. 
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If you receive a response that con- 
tains something about a nonexistent do- 
main, you are likely using the wrong IP 
address or DNS name to log in. Double- 
check the address and try to connect 
normally. (If you are logging in with an 
IP address, skip to 'Took It Up" for a 
quick way to check its validity.) 

If you receive a transmission er- 
ror, then the ping data is not leav- 
ing your PC. Your firewall is likely 
blocking you from accessing the net- 
work. You will want to add the site 
to your firewall as an allowed ex- 
ception (refer to your firewall's help 
documentation for these instruc- 
tions) and try again. 

If you receive a response after an 
excessive number of time-outs, the 
network's response to your connec- 
tion may be slow and your browser 
or other network access utility may be 
giving up before it connects. Length- 
en the response time by adding a -t 
switch (ping -t followed by the IP ad- 
dress or DNS name). This will ping 
the address indefinitely. After a dozen 
pings, press CTRL-Break to view the 
packet data. If there is no response 
yet, continue awhile longer, and then 
press CTRL-C. If you never get a 
response or the number of pings 
to get a response is considerable, 
skip to the "Trace the Route" section 
for assistance. 

If you get a message saying the 
ping request couldn't find the host 
or the response indicates the number 
of data packets sent is zero, the net- 
work is not acknowledging your 
ping. Changes to the network or con- 
figuration may be preventing access. 
You'll want to contact the network 
administrator for further assistance. 

LOOK IT UP 

You can look up a DNS name from 
an IP address and vice versa. From 
the command line window, type ns- 
lookup followed by a space and either 
the DNS name or the IP address and 
press ENTER. 

Write down the DNS name and nu- 
meric sequence you see in the lines 



that begin with Name: and Address: 
(ignore aliases). If you are checking an 
IP address, the DNS name should help 
confirm it. If you recognize nothing, 
contact the network administrator to 
confirm the IP address. 

If you are using a DNS name, Win- 
dows may be having a problem with 
DNS name resolu- 
tion (translating the 
DNS name into an 
IP address). Perform 
two pings from the 
same command line 
window, first using 
the DNS name you 
wrote down and then 
using the IP address. 
Compare the access 
times and packets you sent and 
received. If there is a big differ- 
ence in behaviors pinging the DNS 
name vs. the IP address, skip to 
"Get Connected." 

TRACE THE ROUTE 

Tracing the path data packets take 
going to the network will help pin- 
point problems. From the command 
line window, type tracert followed by a 
space and the DNS name or IP address, 
and press ENTER. Lines will appear 
with access times and IP addresses. 
The final few hops should show do- 
main names — the last one being your 
network. This is the route — and the 
time the trip is taking — between nodes 
on the Internet. 

If an early hop takes a long time or 
causes the trace to hang (a flood of time- 
outs), contact your ISP. If you reach 
many hops before things go awry, the 
problem may be with a gateway or 
router at or near the location of the re- 
mote network. Check with the network 
administrator for assistance. 

GET CONNECTED 

Setting up a direct VPN connection 
gives you a dedicated login interface 
and lets you avert DNS issues. 

To set up the connection in WinXP, 
select Control Panel on the Start 
menu. Click Network And Internet 



Connections and then select Create 
A Connection To The Network At 
Your Workplace. In Vista /Win7, click 
Control Panel on the Start menu and 
click Network And Internet (in Cate- 
gory view), then Network And Shar- 
ing Center. Click Set Up A Connection 
Or Network (Vista) or Set Up A New 
Connection Or Net- 
work under Change 
Your Network Settings 
(Win7). Select Connect 
To A Workplace, then 
Use My Internet Con- 
nection. (Vista/Win7 
offers smart card as 
a connection option, 
but we won't discuss 
that here.) 
Select Virtual Private Network Con- 
nection, name the connection, and 
provide the host (DNS) name or IP 
address. If you are asked if you would 
like to dial a connection, click No (un- 
less you only have dial-up Internet) 
and click Finish (WinXP) or Connect 
(Vista/Win7). The OS will attempt to 
connect you without configuring any 
settings. If this solution does not work, 
or if you are using WinXP, proceed 
with the following instructions. 

Return to the Network Connections 
window in WinXP or the Network 
and Sharing Center in Vista /Win7 
and click the option to manage net- 
work connections. Right-click your 
VPN network icon and select Prop- 
erties. Next, click the Networking 
tab, click Internet Protocol (in Vista/ 
Win7, you will need to do this for 
TCP/IP V4 and TCP/IP V6), and then 
click Properties. Override automatic 
configuration and provide the exact 
IP address and DNS names for the 
network. Exit the Properties interface, 
right-click the VPN icon, and click 
Connect. Provide your login informa- 
tion if prompted. 

If you can't connect, then Windows 
can provide assistance, but you may 
need more advanced configuration 
information. You will need to con- 
tact the network administrator for de- 
tailed information. 



Tracing the path 
data packets take 

going to the 
network will help 
pinpoint problems. 
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It's obvious that 
notebooks are 
designed differently 

than their desktop cousins, but that 
doesn't mean you cannot perform a few 
minor tweaks with reasonable ease. 




Troubleshoot Notebook 
A nr Problems 



We explored some common notebook 
operating issues and their fixes. All 
the routines assume that Windows is 
fully updated (visit www.update.nri icro 
soft.com for current updates) and the 
problem is still occurring. If an item re- 
quires shutting down your system and 
you cannot do that, press and hold the 
power button for five seconds. 

HOW TO TROUBLESHOOT 
UNEXPECTED PC REBOOTS 

Unexpected (also called uncom- 
manded) PC reboots usually occur 
because your Windows OS is set by 
default to reboot upon system failure. 
A reboot can also occur because an 
update restarts the system auto- 
matically, but this is something you 
should be warned about. If you 
weren't installing updates prior to 
the reboot, you should determine 
the cause of the system failure before 
things get worse. 



An infrequent, but possible, prob- 
lem is BIOS incompatibility. If you 
upgraded to a new version of Win- 
dows on an older notebook, check 
with the manufacturer to see if you 
need a BIOS update. 

Another cause of reboots is software 
or hardware bugs or driver incompat- 
ibilities. If the problem began after 
installing new hardware or software, 
or when you open a particular pro- 
gram, check with the manufacturer/ 
developer for an update. 

Other culprits of reboots during 
system operation are power or heat. 
We recommend professional servicing 
for power problems. However, heat 
build-up is something you may be 
able to resolve yourself. 

HOW TO PREVENT OVERHEATING 

Locate the air vents and don't rest 
your notebook on anything that blocks 
them. Also, check for dust blocking the 



vents. With the machine powered off 
and the battery removed, try to extract 
dust with tweezers or a cotton swab 
lightly dipped in alcohol. If the debris 
or dust is past the vent opening, a mini 
(USB) vacuum will be helpful. We don't 
recommend compressed air at this step, 
because it can spin your fan blades ex- 
cessively and cause damage. 

If this doesn't resolve the issue, con- 
sult your computer's service manual 
for cleaning instructions. If you can't lo- 
cate these instructions and want to try 
this anyway, shut down and unplug 
the notebook, remove the battery, and 
remove any screws on the bottom that 
may enable you to access the inside of 
your computer. Ground yourself by 
wearing a grounded wrist strap or 
touching an unpainted surface fre- 
quently before you attempt to remove 
objects from the inside of the notebook. 
If you choose to use compressed air to 
clean out your system, place a toothpick 
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between two fan blades to prevent ex- 
cessive spinning. 

HOW TO TROUBLESHOOT 
SHUTDOWN ISSUES 

If you recently installed new soft- 
ware or hardware and your computer 
won't shut down normally, it is pos- 
sible that a driver or 
a process related to 
the new addition is 
causing the problem. 
Uninstall the new soft- 
ware or hardware. If 
your computer shuts 
down normally, you 
can consult the devel- 
oper/ manufacturer 
for a possible solu- 
tion to the installa- 
tion problem. 

If Windows doesn't 
shut down when you expect it to, the 
solution may be as simple as adjusting 
your power settings. Right-click the 
battery icon in the System Tray and 
select Power Options. Tweak such 
settings as Choose What Closing The 
Lid Does. 

HOW TO TROUBLESHOOT 
A DEAD NOTEBOOK 

A dead notebook — one that fails 
to start (no BIOS messages) when 
you press the power button could 
be the result of a number of things. 
Check to see if the notebook starts 
when you plug it into the AC adapter. 
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Windows XP/Vista/7 are set to reboot upon 
system failure by default, so a random reboot 
is a symptom of an underlying problem. 



If so, the battery is likely faulty. Re- 
move the battery and replace it, 
making sure nothing is blocking 
the connectors. If that doesn't help, 
see if your notebook has a battery 
testing feature, such as HP's Battery 
Check. If the notebook won't start 
with AC power or a charged battery, 
continue reading. 

HOW TO 

TROUBLESHOOT 
POWER ISSUES 

Press the power but- 
ton on the notebook 
and check for auditory 
and visual clues. Does 
the power light come 
on? If so, the machine 
is getting power. If not, 
then your AC adapter 
and/ or battery may be 
faulty. Use a compatible AC adapter 
and see if you can start the machine; 
if so, leave the adapter plugged in to 
make sure the battery charges correctly. 

HOW TO CHECK THE DISPLAY 

If you have a working, but problem- 
atic, display, a number of issues could 
be at fault. Did you recently install a 
new video card or does the problem 
only occur when you run certain soft- 
ware? If so, you may need to adjust the 
video settings. Right-click an empty 
area of your Desktop, select Properties 
(WinXP), Graphics Properties (Vista), or 
Screen Resolution (Win7). The interface 
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Some power and/or display problems can 
be attributed to incorrect power settings. 



will vary based upon your notebook 
model and graphics chip /card, but you 
should be able to tweak a number of 
settings. If you recently installed a video 
card, you may also need to consult its 
manufacturer for more information. 

If the display is dim or goes blank 
unexpectedly, check the power options 
mentioned previously. Power saving 
modes can cause these behaviors. Also, 
ensure that your screen saver is not set 
to Blank. 

For a blank display on boot, or if the 
previous solutions don't help, shut the 
system down and plug in an external 
monitor. If the external monitor display 
works, the notebook's video display 
may be faulty (this is rare unless there 
is visible damage). It's also possible a 
connection may be loose or damaged. 
If an external monitor doesn't work, 
the video adapter/ chip may be faulty 
or unseated. 

If the display is scrambled or fails 
over a long period of operation, one 
or more of your memory chips may 
have failed or the video processor may 
be overheating. Video failure can also 
occur when the entire notebook over- 
heats (refer to "How To Prevent Over- 
heating" for assistance). If the display 
looks like there is liquid spreading out, 
it probably needs replacing. If evidence 
points to the more serious issues men- 
tioned in the last two paragraphs, con- 
sult your service manual. 

HOW TO RESOLVE 

A FAILED OPTICAL DRIVE 

If your drive is removable, make sure 
it is properly seated (consult your docu- 
mentation if necessary). You also may 
want to purchase a cleaner kit and clean 
the drive according to its instructions. 

SERVICE IT 

Many of these solutions direct you 
to the service manual. Notebooks vary 
in configuration, making it impossible 
to provide generic instructions. Search 
for a service manual for your specific 
notebook model. If you are not comfort- 
able with or can't find instructions for 
repairs, seek professional assistance. 



Press the power 
button on the 
notebook and 
check for auditory 
and visual clues. 
Does the power 
light come on? 
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There should be a 
corollary to Murphy's 
Law expressly for 
business travelers. 

Perhaps something like this: 
If something's going to go wrong with 
your notebook, it wont go wrong at the 
office, when the IT department is just down 
the hall. No, it'll crash at the worst possible 
time — at 2 a.m., just hours before a huge, 
out-of-state business presentation. 




Deal With A 
Malware-Infected 
T" Notebook 



No matter what OS you are using, 
at any time, malware can still bring 
your notebook to its knees. The im- 
portant thing, however, is not to stress 
out over spyware and malware while 
you're on the road. Read on for tips 
that will help you troubleshoot any 
problems you may encounter and keep 
your notebook running while you are 
away from the office. 

THE RIGHT TOOLS 

Most of us have some antispyware 
and antivirus software installed on 
our business notebooks; some of us 
have more than one loaded. But 
these programs aren't really going 
to be very helpful unless we update 
them frequently. Even the popu- 
lar Spybot Search & Destroy (free; 
www.safer-networking.org ) needs up- 
dating to do its job properly. 



When a user notices a problem, 
a common first reaction is to run 
the antispyware and antivirus pro- 
grams on his machine. That's a great 
idea, of course, but it's important 
that you update and install the most 
current version of the software be- 
fore you run the program. Doing 
this can save you a bit of time and 
will help root out any new infec- 
tions you may have picked up while 
surfing the Web. 

Although you can set most en- 
terprise-level antivirus programs 
to update automatically, there are 
some programs that require manual 
updates before you start the lengthy 
scanning process. 

For example, when using Spybot 
Search & Destroy, all you have to do 
is click the Update icon on the left 
side of the screen to download the 



newest malware definitions. After 
you download the latest definitions 
and detection rules, click the Search 
For Problems icon and follow any 
prompts to complete the update. 

THE BEST DEFENSE 

One of the best ways to prevent 
your computer from being loaded 
down with malware is to never let the 
stuff in the door. Windows includes 
a basic firewall (it's activated by de- 
fault), but added protection helps. 

You will want to check that Win- 
dows Firewall is up and running on 
your computer. To access the fire- 
wall in Windows Vista/ 7, click the 
Windows icon, select Control Panel, 
and then select Windows Firewall; 
in WinXP, click Start, Control Pan- 
el, and Windows Firewall. If the 
firewall is set to Off, simply select 
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the radio button or link for On and 
click OK. 

Now comes the step of adding 
another layer of protection. Search 
online and you'll find several free 
firewalls available that do a good job 
of protecting your computer from 
unwanted intrusions. A number of 
these programs, once installed, will 
prompt you to determine which 
programs are authorized to access 
the Internet. Then the programs will 
block the rest (or at least seek per- 
mission to allow a new program to 
access the Internet). 

Of course, the enterprise-level of- 
ferings include powerful firewalls, so 
if your company uses programs such 
those, make sure they're up and run- 
ning before you leave for a business 
trip. You can also search the Web for 
the latest highly rated antivirus and 
personal firewall solutions, many of 
which have free versions available 
for download. 

DON'T CLICK THAT 

Automated spyware and anti- 
virus tools are great, but they're 
no substitute for a little bit of vigi- 
lance on your part. Got an email from 
someone you don't know? Immedi- 
ately trash it without opening it. 
Even if your email program auto- 
matically opens your new messages 
in a reading pane, it's a good idea 
never to download an unexpected 
attachment. Consider using an alter- 
native email service provider (various 



Web-based options are available) 
that can give you an extra layer of pro- 
tection by immediately scanning all 
incoming and outgoing attachments 
for virus threats. 

Also, no matter what the pop-ups 
tell you, don't click anything that 
jumps unsolicited onto your screen 
claiming to be able to fix a virus or 
spyware problem. 
These pop-ups are 
more often than not 
carriers of spyware 
and viruses in the 
guise of an actual 
message from your 
OS. A general rule of 
thumb is that if it 
opens in a browser 
window and you did 
not specifically point 
your browser to- 
ward it, don't click it. Just close the 
window and go about your business. 

KNOW WHAT 
YOU'RE RUNNING 

So, your system is armed to the 
teeth with regularly updated anti- 
virus and antispyware utilities, but 
you're still having troubles? There 
are some simple fixes you can run 
in Windows to help you at least get 
around spyware problems. 

You can simply monitor and con- 
trol the programs your computer 
is running at startup. To do this in 
WinXP, click Start, then Run, and 
then type msconfig into the window 



that appears. Click OK and then 
click the Startup tab. See anything 
with a blank entry? If something 
refuses to identify itself, it's a pretty 
good bet you don't need it to start 
up your machine. Deselect suspicious 
checkboxes (you can also stream- 
line your computer's startup routine 
here, if you wish, by deselecting pro- 
grams that automati- 
cally load that you 
rarely use). Click 
OK and restart when 
prompted. In Vista, 
open the Windows 
Defender program. 
Choose Tools and 
Software Explorer 
and then click Startup 
Programs from the 
Category menu. Your 
startup programs will 
display in the left pane. Simply click a 
program to highlight it and then click 
the Disable button. Alternatively, you 
can permanently terminate a program 
by clicking the Remove button. 

It's also a good idea to set a restore 
point when you know your computer 
is working well. That way, you can 
always restore your machine to a time 
when it was functioning properly. To 
create a restore point, click Start, All 
Programs, Accessories, System Tools, 
and System Restore. Click Create A 
Restore Point, and then follow the wiz- 
ard that appears. To restore your ma- 
chine, click Restore My Computer To 
An Earlier Time. 



Got an email from 
someone you 
don't know? 
Immediately 
trash it without 
opening it. 




Before scanning your machine with a security 
utility such as Spybot Search & Destroy, be sure 
to check for updates. 
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Clicking pop-up ads can expose your machine 
to malware and scams. Utilities such as Google 
Toolbar (free; toolbar.google.com) can help protect 
your computer from such nuisances. 
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TINTSETP C:\WINDOWS\5y5tem... Hf LMi ' ft\Window5\CurrentVer. 

VTTimer VTTimer. exe HKLM\SOFTWARE\Microsoft\Windows\CurrentVer. 

M Monitor CAAcertErriDowerino T, , , HUM! I iMi tlWindowsiCurrentVer, 


| Enable All ] [ Disable All 










j OK j [ Cancel | | Apply | | Help | 



If a program has a blank entry, it's probably 
safe to deselect it. Be careful in this menu, 
though. You can cause more harm than good 
if you don't know what you're disabling. 
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What should 
you do when your 
smartphone decides 
to play dead? 

Resist the urge to throw it 
against the nearest wall and try 
one of these techniques instead. 




Revive A Dead 
Smartphone 



SOFT RESET 

All phones have a soft reset func- 
tion, which is similar to restarting your 
computer. Beware that a soft reset will 
cause you to lose data that isn't saved, 
but you will retain information previ- 
ously stored on your smartphone. 

V Android. Most Android models 
use a simple power cycle to perform a 
soft reset. Just turn the phone off and 
then back on again. 

> BlackBerry (QWERTY). Press and 
hold the ALT-CAP-DEL keys. The dis- 
play goes black and your phone resets. 

V BlackBerry (SureType). Press the 
ALT-CAP and Right Shift-DEL keys. 
When the screen goes blank, release 
the keys. 

V BlackBerry (touchscreen). Turn the 
BlackBerry off and remove the battery 



for at least 30 seconds. Reinstall the 
battery and turn the device back on. 

>- iPhone 4 and earlier. Simultane- 
ously press and hold the Sleep /Wake 
button on the top of the iPhone and 
the Home button. Hold both buttons 
for approximately 10 seconds, until 
the screen goes blank. You'll see the 
Apple logo as the iPhone reboots. 

>- iPhone 4S. Simultaneously press 
and hold the On /Off button on the 
top of the iPhone and the Home but- 
ton. Hold both buttons for approxi- 
mately 10 seconds, until the screen 
goes blank. You'll see the Apple logo 
as the iPhone reboots. 

Microsoft Windows Phone 7 (all 
models). Power the phone off and then 
back on. If the power cycle doesn't 
correct the problem, try removing the 
battery and replace it after 30 seconds. 



Nokia (all models). Power the phone 
off and remove the battery for 30 sec- 
onds. Reinstall the battery and power 
the phone on. Alternately, you can enter 
the code *#7380# and select Yes. 

Palm Pre. If the phone's menus are 
active, select Device Info, Reset Op- 
tions, then select Soft Reset. If it is 
locked or frozen, hold the power but- 
ton and cycle the ringer button on and 
off three times. If that doesn't work, 
press and hold the Orange, Sym, and 
R keys until the device reboots. Turn 
the phone off, remove the battery for 
10 seconds, reinstall the battery, and 
power the phone up. 

> T-Mobile myTouch 4G Slide. Un- 
lock the display. Press and hold the 
Power /Lock button and then tap Re- 
start. When asked to confirm, tap Restart 
again. If the phone doesn't restart, re- 
move the batteries for 30 seconds. 
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V All other smartphones. You can 

generally perform a soft reset by pow- 
ering the phone off, removing the bat- 
tery for 30 seconds, and powering the 
phone on. 

HARD RESET 

A hard reset is a last-ditch option that 
returns your phone to its factory settings, 
which means you will lose all data and 
installed applications. Before you per- 
form a hard reset, remove the memory 
card from your phone; that way you can 
recover data from the card later. 

V Android (all models with func- 
tioning menu systems). One of the 

following menu-based systems for per- 
forming a hard reset should work, de- 
pending on the phone and version of 
Android. Open the application menu. 
Tap Settings, SD and Card Storage, 
Factory Data Reset, and follow the on- 
screen instructions. 

• From the Home screen, youTl want 
to tap Menu, Settings, Privacy, and 
Factory Data Reset, and then follow 
the on-screen instructions. 

• From the Home screen, youTl want 
to tap Menu, Settings, Security, and 
Factory Data Reset, and then follow 
the on-screen instructions. 

When the menu system isn't func- 
tional, follow these phone-specific op- 
tions to perform a hard reset. 

V BlackBerry (all models). Remove 
the battery for 30 seconds. Reinstall the 
battery and turn the phone back on. 

V BlackBerry Style, Bold, Storm, 
Curve, Tour, Torch. Click the Options 
icon on the Home screen. Select Secu- 
rity and then Security Wipe. Select all 
three of the available checkboxes to per- 
form a complete wipe and reset the de- 
vice to factory condition. Type the word 
BlackBerry and click Wipe. 

V Dell Venue. With the device turned 
off, press and hold the Volume Up and 
Volume Down buttons. Without re- 
leasing the buttons, press and hold the 



Power button. When the device con- 
figuration screen appears, release all 
buttons. Use the Volume Up or Down 
button to move to Factory Reset. Press 
the Camera button to select the Factory 
Reset option and start the reset process. 

V Google Nexus One, Nexus S. Turn 
the phone off. Press and hold Volume 
Down while you press and release the 
Power button. Use the Volume Down 
button to select Clear Storage from the 
list of options. Press the Power but- 
ton, and confirm your selection by 
pressing the Volume Up button. 

> HTC Arrive, HD7, Surround. Press 
Start and tap the right-facing arrow. 
Tap Settings, About, and then tap 
Reset Your Phone. Tap Yes, and then 
tap Yes again. If the screen is frozen, 
turn the device off. Press and hold 
the Volume Up-Down buttons and 
briefly press the Power key. When the 
screen displays instructions for reset- 
ting the device, release the Volume 
Up-Down buttons. 

V iPhone (all models). From the Home 
screen, tap Settings, General, Reset, and 
Reset All Settings. This resets all prefer- 
ences but retains applications and data. 
If that doesn't work, from the Home 
screen, tap Settings, General, Reset, 
Erase All Content, and Settings. This 
will delete all data and applications and 
return the iPhone to factory conditions. 

V Microsoft Windows Phone 7 (all 
models). Press Start and tap the right- 
facing arrow. Tap Settings, About, and 
Reset Your Phone. Tap Yes, and then 
tap Yes again. 

V Motorola Droid. Turn the phone 
off. Press and hold the Power-X keys 
to force the phone into recovery mode. 
Next, press and hold the Volume Up- 
Camera key, select Wipe Data /Factory 
Reset, and then select Reboot Phone. 

> Motorola Droid Pro, Droid 2 Glob- 
al, Droid 3, Droid Bionic, Droid Razr. 

On the Home Screen, open the App 



menu and select Settings, Privacy, and 
Factory Data Reset. When prompted, 
tap Reset Phone to erase all data and 
return phone to factory conditions. 

V Motorola Backflip. Power the 
phone off. Press and hold the Power 
and Camera buttons. When the phone 
turns on, release the Power button 
but continue to hold the camera but- 
ton until prompted to release it. Next, 
press the Volume Down button. After 
about 15 seconds, a yellow triangle 
with an exclamation point will ap- 
pear. With your phone closed, tap 
the bottom-right corner of the dis- 
play and select Wipe Data /Factory 
Reset. Press OK and follow the on- 
screen instructions. 

V Nokia (all models). With your 
phone powered on or in standby 
mode, type *#7370# and select Yes, 
when prompted. You may need your 
Lock Code for confirmation. The de- 
fault lock code is 12345. If your phone 
doesn't turn on, try pressing the On/ 
Off button, *, and 3 simultaneously. 

V Samsung Galaxy Nexus (Android 
4.0). Turn off the phone. Press the 
Volume Up and Power buttons. 
When the Recovery Menu appears, 
use the Volume Down button to select 
Recovery, and then press Power. The 
phone will reboot; this process can 
take a bit of time. If the phone fails 
to reboot, remove the battery, wait 
about 30 seconds, and then reinsert 
the battery. 

> T-Mobile G2x. If possible, back 
up your data to Google's servers by 
selecting Privacy from the Settings 
screen. Select the Back Up My Data 
option. When the backup is complete, 
power off the phone. Press and hold 
the Power /Lock- Volume Down keys 
for at least 15 seconds. The phone 
should turn back on and perform a fac- 
tory reset. If the screen is frozen, or the 
phone doesn't turn back on, remove 
the battery, wait 30 seconds, then rein- 
stall the battery and try again. 



PCToday / August 201 2 75 




BUSINESS TRAVEL 91 1 

ON-THE-GO TECH SUPPORT 



The 

Traveler's 
911 Directory 



AIRLINES 


Information and reservations 


>Air Canada 


(800) 399-5838 


www.aircanada.com 


>Southwest Airlines 


mobile. aircanada.ca 


www.southwest.com 


Information and reservations 


mobile.southwest.com 


(888) 247-2262 


(800) 435-9792 


Baggage information 


TDD (800) 533-1305 


(888) 689-2247 


VSpirit Airlines 


V American Airlines 


www.spirit.com 


www.aa.com 


(800) 772-7117 


mobile.aa.com 


>United Airlines 


Reservations (800) 433-7300 


www.united.com 


TDD (800) 543-1586 


www.ua2go.com (mobile) 


Flight information 


Reservations 


(800) 223-5436 


(800) 864-8331 


Baggage delayed less 


International reservations 


than five days (800) 535-5225 


(800) 538-2929 


Ticket refund requests 


TDD (800) 323-0170 


(918)254-3777 


>[JS Airways 


VBritish Airways 


www.usairways.com 


www.britishairways.com 


Reservations to the 


ba2go.com (mobile) 


U.S. and Canada 


Information and reservations 


(800) 428-4322 


(800) 247-9297 


Reservations to 


>Delta Air Lines 


international destinations 


www.delta.com 


(800) 622-1015 


mobile.delta.com 


TDD (800) 245-2966 


Reservations 


Customer service 


(800) 221-1212 


(800) 943-5436 


Flight information 




(800) 325-1999 




Baggage information 


VEHICLE RENTALS 


(800) 325-8224 


> Advantage Rent A Car 


SkyMiles members 


www.advantage.com 


(800) 323-2323 


Reservations (800) 777-5500 


^Frontier Airlines 


TDD (800) 654-2280 


www.frontierairlines.com 


Customer service 


Reservations 


(888) 833-0754 


(800) 432-1359 


Roadside assistance 


Customer relations 


(800) 654-5060 


(800) 265-5505 


VAlamo Rent A Car 


VJetBlue Airways 


www.alamo.com 


www.jetblue.com 


(800) 462-5266 


mobile.jetblue.com 


TDD (800) 522-9292 


(800) 538-2583 


>Avis 


> Lufthansa 


www.avis.com 


www.lufthansa.com 


mobile.avis.com 


mobile.lufthansa.com 


Reservations (800) 331-1212 
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HAPPY TRAILS 



Intriguing Gear, New & Around The Bend 




THERE'S QUITE A BIT BENEATH THE 'SURFACE' 

>- Among recent reports circulating regarding companies that want to 
manufacture Windows 8 tablets, Microsoft has announced it will soon 
release two of its own: the Surface for Windows RT (featuring an ARM 
processor) and the Surface Windows 8 Pro (with a 3rd generation Intel 
Core processor). According to Microsoft, " Surface will be a premium 
way to experience all that Windows has to offer." 

The devices are thin, light, and durable due in part to magnesium-based 
VaporMg casing. The cases feature an integrated kickstand that you can pop 
out when you need to prop up the device for an optimal viewing experience 
or so you can use the HD front- or rear-facing video cameras. Snap the 3mm 
Touch Cover into place via the built-in magnetic connector and the protective 
cover doubles as a touch-sensitive keyboard. If you desire a more traditional 
typing experience, you can swap out the Touch Cover for the 5mm Type 
Cover that features moving keys. Both tablet models have 10.6-inch HD dis- 
plays; the Surface for Windows 8 Pro has full 1080p HD. 

Perhaps the biggest difference between the two models are the oper- 
ating systems. Surface for Windows RT has the Windows RT OS and its 
brother features Windows 8 Pro. Microsoft is offering 32GB and 64GB 
capacities for the Windows RT model and 64GB and 128GB capacities 
for the Windows 8 Pro. Look for the Windows RT tablet this fall and the 
Windows 8 Pro a few months after the Windows RT's release. 



TRANSFER PORTABLE 
SCANS TO THE CLOUD 

>* Let's face it, dragging a full-sized 
scanner with you on a business trip 
would look strange, not to mention it 
would be challenging making room for 
such a device in your luggage. With the 
Doxie Go + Wi-Fi portable scanner from 
Apparent ($229; www.itsapparent.com ), 
you can scan photos and documents 
on the spot and wirelessly transfer 
them to your computer, smartphone, 
or a cloud-based account via a Wi-Fi 
connection. The Doxie Go + Wi-Fi fea- 
tures a rechargeable Li-Ion battery and 
built-in memory that holds a maximum 
of 600 pages or 2,400 photos); insert 
an SD Card or USB flash drive for ad- 
ditional storage capacity. This scanner 
is a nice solution for road warriors that 
need to keep track of receipts for ex- 
pense reports. 
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Solid State Drives 



SSD speed you'll love. Reliability you can trust. 
Built by people that put you first. 



no drivers 



BOOTABLE 




owe 

Mercury Accel sior 

PCI Express SSD 



120GB 


240gb 


480gb 


$329.99 


$499.99 


$769.99 




The ultimate speed boost 

Accelsior delivers speeds up to 820MB/S read and 780MB/S write with near 
instant startup and app launching. Fully bootable and with no drivers 
required, installation is a breeze. 

' 960gb 

$1,499.99 

Up to 820MB/s with a 3-year warranty 



Supercharge your life. 

OWC's Mercury line of 3G and 6G SSDs are the perfect 
upgrade to deliver reliable blazing fast performance with 
speeds up to 559MB/s read and 527MB/s write. 

30GB— 960GB from $49.99 

Upto559MB/s | Up to 5-year warranty 





■3 '6Gb/, jeSSi 

Fully SATA Compatible 



Get yours today a t:\www.o wessd. coin 

OWC Speed | OWC Reliability | OWC Warranty | OWC Support 

ft 201 2 Other World Computing. All rights reserved. OWC is a trademark of New Concepts Development Corporation, registered in the U.S. Patent and Trademark Office and Canada. Mercury Electia and Mercury EXTREME are irademai ks of New Concepts 
Development Corporation, registered in LIS. Patent and Trademark Office. Mercury Accelsior and the OWC logo are trademarks of New Concepts Development Corporation. Prices, specifications and availability are subject to change without notice. 



SUPERMICR 




Server Grade Performance for Multimedia, Engineering, and Scientific Applications 




7047AX-TRF/72RF 

Enterprise-Class Overclocking 



Performance. Efficiency. Expandability. Reliability 

Optimized Solutions: 
Video Editing, Digital Content Creation, MCAD, CAE, 
High Frequency Trading, SW Development, Scientific, Oil and Gas 
Whisper-Quiet 21 dB Acoustics models 
Up to Redundant Platinum Level (95%+) Digital Power Supplies 
Up to 51 2 GB DDR3 memory and 8 Hot-Swap HDDs 
Up to 5 GPUs supported with PCI-E 3.0 
Server-Grade Design for 24x7 Operation 
Support 1 SOW Series CPUs 
Supports Intel® Xeon® Processor E5-2600 Series 
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www.supermicro.com/SuperWorkstations 




